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Defining everyday surveillance

Definire la sorveglianza cotidiana



Capitalismo di sorveglianza



https://pokemongolive.com/en/



Privacy

https://techcrunch.com/2023/06/22/get-a-clue-says-panel-about-
generative-ai-its-being-deployed-as-surveillance-devices/

Whittaker: the “Venn diagram 
of AI concerns and privacy 
concerns is a circle.”

PrivacyAI AI &





https://www.firstpost.com/tech/how-
armies-are-planning-to-use-pokemon-
gos-data-to-train-geospatial-ai-model-
for-urban-combat-13838851.html



  

From commercial surveillance to state 
surveillance

Dalla sorveglianza commerziale alla 
sorveglianza statale



https://knowyourmeme.com/memes/shoggoth-with-smiley-face-artificial-intelligence



The trainer, the verifier, the imitator: Three ways in which 
human platform workers support artificial intelligence. 

 Tubaro, P., Casilli, A. A., & Coville, M. (2020). Big Data & Society, 7(1). 
https://doi.org/10.1177/2053951720919776



Schmidt, Florian A. “The Planetary Stacking Order of Multilayered Crowd-AI Systems.”  In Digital Work in the Planetary Market, 
edited by Mark Graham and Fabian Ferrari, 137–56. The MIT Press, 2022. https://doi.org/10.7551/mitpress/13835.003.0012. 

https://doi.org/10.7551/mitpress/13835.003.0012


https://www.thebureauinvestigates.com/stories/2024-03-27/online-gig-work-is-feeding-
russias-surveillance-machine/?



The world was watching as 
people gathered in Moscow 
to pay their respects to 
Alexei Navalny, the 
opposition leader who died 
in a Russian prison last 
month. So too were about 
200,000 cameras that make 
up the city's vast 
surveillance system, one of 
the most extensive in the 
world.



They captured images of a woman 
laying flowers on the day of Navalny’s 
death and another in the throng of 
people at his funeral. Some were 
identified by the sophisticated facial 
recognition technology that is 
integrated into Moscow’s street 
cameras. And at least 19 of those 
picked out by the cameras or in 
images posted to social media were 
detained by the authorities, according 
to the Russian human rights group 
OVD-Info.



  

Training algorithms for war



https://untoldmag.org/i-hope-this-isnt-for-weapons-how-
syrian-data-workers-train-ai/

Fatma was immersed in a project that 
involved satellite images and semantic 
segmentation—a critical task for 
computer vision that involves the 
meticulous separation and labeling 
of every pixel in an image.

 This form of data work holds particular 
importance in generating training data 
for AI, especially for computer vision 
systems embedded in devices such as 
cameras, drones, or even weapons. 
Fatma explained that the task basically 
consisted of separating “the trees 
from the bushes and cars from 
people, roads, and buildings.”



The IDF uses extensive facial recognition 
with a growing network of cameras and 
mobile phones to document every 
Palestinian in the West Bank.

Starting in 2019, Israeli soldiers used the 
Blue Wolf app to capture Palestinian faces, 
which were then compared to a massive 
database of images dubbed the “Facebook 
for Palestinians.” 

Soldiers were told to compete by taking the 
most photos of Palestinians and the most 
prolific would win prizes.

A. Loewenstein quoting Elizabeth Dwoskin, “Israel escalates surveillance of Palestinians with facial recognition program in the 
West Bank,” Washington Post, November 8, 2021.



https://www.breakingthesilence.org.il/testimonies/database/424318



  

Implication of the biggest ICT companies : 
Google, Amazon, Meta, Microsoft

Implicazione delle maggiori aziende del 
settore ICT :

Google, Amazon, Meta, Microsoft



● “Lavender” : to designate targets and put them on a kill 
list

● “The Gospel” : To target infrastructure and buildings

● “Where’s daddy” : to match a target and identify the 
moment it’s entering a house



https://www.972mag.com/cloud-israeli-army-gaza-amazon-google-microsoft/



https://www.youtube.com/watch?
v=qLBDfnZJrC8



https://scale.com/blog/defense-llama



https://scale.com/blog/defense-llama





  

The military birth of surveillance 
capitalism and AI

La nascita militare del capitalismo di 
sorveglianza e dell'IA



In 1999, at the peak of 
the dot-com boom, the 
CIA had launched In-Q-
Tel, a Silicon Valley 
venture capital fund 
whose mission was to 
invest in start-ups that 
aligned with the 
agency’s intelligence 
needs. Keyhole 
seemed a perfect fit.

https://www.theguardian.com/news/2018/dec/20/
googles-earth-how-the-tech-giant-is-helping-the-
state-spy-on-us



The purchase of 
Keyhole was a 
milestone for 
Google, marking the 
moment the 
company stopped 
being a purely 
consumer-facing 
internet company 
and began 
integrating with the 
US government. 

https://www.theguardian.com/news/2018/dec/20/
googles-earth-how-the-tech-giant-is-helping-the-
state-spy-on-us



CULTURE NUMÉRIQUE | Dominique Cardon.Paris : Presses de Sciences Po, 2019 — (Les Petites 
Humanités). | Doc.12 



https://logicmag.io/supa-dupa-skies/origin-stories-plantations-computers-and-industrial-control/



https://logicmag.io/supa-dupa-skies/origin-stories-plantations-computers-and-
industrial-control/





https://
www.theguardian.com/
world/2024/nov/03/
remote-worker-gaza-
palestine-israel-war





  

REMOTASK : labeling clothing 



  



● Geolocation & scanning places : computer vision for drones
● Camera labeling : algorithmic videosurveillance
● Satellite image labelling : computer vision for drones, 

possibly missiles
● ID scanning & face photos : biometric & facial recognition
● LLM training : “smart” decisionmaking assistant for C&C 

( “command and control”) centers
● Clothing identification & segmentation tasks : 

videoalgorithmic surveillance

Summary of possible military use of datasets & training tasks







What ing



There is no development of AI separate from 
its military purposes

As most of the workers for these systems 
have little to no choice, we have a 
responsibility to understand what AI systems 
are used for
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