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From everyday surveillance to
Al training ; from Al training to
Killing with algorithms

Nexa Center XVI" Annual Conference
Guerra, Pace e Algoritmi
L’impiego militare dell’intelligenza artificiale



Defining everyday survelllance

Definire la sorvegllanza cotidiana



Capitalismo di sorveglianza

THE AGE OF
SURVEILLANCE
CAPITALISM

.

THE FIGHT FOR A

HUMAN FUTURE
AT THE NEW
FRONTIER OF POWER

-
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Sur-veil-lance Cap-i-tal-ism, n.

1. A new economic order that claims human experience as free raw material for
hidden commercial practices of extraction, prediction, and sales; 2. A parasitic
economic logic in which the production of goods and services is subordinated to
a new global architecture of behavioral modification; 3. A rogue mutation of
capitalism marked by concentrations of wealth, knowledge, and power
unprecedented in human history; 4. The foundational framework of a
surveillance economy; 5. As significant a threat to human nature in the twenty-
first century as industrial capitalism was to the natural world in the nineteenth
and twentieth; 6. The origin of a new instrumentarian power that asserts
dominance over society and presents startling challenges to market democracy;
7. A movement that aims to impose a new collective order based on total
certainty; 8. An expropriation of critical human rights that is best understood as a
coup from above: an overthrow of the people’s sovereignty.



* R ———

Downlead on the . .\l\rulk.mle an
App Store Galaxy Store




Whittaker: the “Venn diagram
of Al concerns and privacy
concerns is a circle.”

Privacy

https.//techcrunch.com/2023/06/22/get-a-clue-says-panel-about-
generative-ai-its-being-deployed-as-surveillance-devices/
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Pokémon Go Data
‘Adding Amplitude
to War Is Obviously
an Issue,’ Niantic
Exec Says
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https://www.firstpost.com/tech/how- use Pokemon G’O’S data to train

armies-are-planning-to-use-pokemon-
gos-data-to-train-geospatial-ai-model-
for-urban-combat-13838851.html

geospatial Al model for urban

= Firstpost

What is Niantic’s Large Geospatial Model?

Niantic’s LGM is a cutting-edge Al model designed to map and understand
physical spaces in new ways, similar to how Large Language Models (LLMs)
like ChatGPT process and generate human language. The LGM aims to power
wearable AR tech, robotics, and autonomous systems, potentially becoming a
“spatial intelligence operating system” for the future.

This ambitious model relies on data collected through Niantic's games like
Pokemon Go. eV R R Rl U R ey, such as parks or
monuments, by voluntarily using game features like Pokemon Playgrounds.
These features allow players to place virtual Pokemon at specific locations,
which others can see and interact with. Niantic emphasises that participation
in these scans is entirely optional and geared towards creating new m

experiences for its users.




From commercial surveillance to state
surveilillance

Dalla sorveglianza commerziale alla
sorveglianza statale



https:/lknowyourmeme.com/memes/shoggoth-with-smiley-face-artificial-intelligence




The trainer, the verifier, the imitator: Three ways in which

human platform workers support artificial intelligence.
Tubaro, P., Casillli, A. A., & Coville, M. (2020). Big Data & Society, 7(1).

https://doi.org/10.1177/2053951720919776
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Schmidt, Florian A. “The Planetary Stacking Order of Multilayered Crowd-Al Systems.” in Digital Work in the Planetary Market,
edited by Mark Graham and Fabian Ferrari, 137-56. The MIT Press, 2022. https://doi.org/10.7551/mitpress/13835.003.0012.

Structural self-similarity within different scales of the Full-Service Crowd-Al Stack

Layers in Artificial
Neural Networks

Input Values

Input Layer
(Hidden Layer 1)
(Hidden Layer 2)
(Hidden Layer 3)

Output Layer

Layers in the Full-Service

Crowd-Al Stack

Client Input

Professional Staff

(Local Temp Workers)

(Business Process Outsourcing/BPOs)
(Crowdworkers)*

Al Layer (Artificial Neural Network)

* Because the crowdworkers, in a form of suboutsourcing, rent out their accounts to
others, they, too, become a hidden layer or black box, not just for the clients, but
effectively also for the platform providers.



https://doi.org/10.7551/mitpress/13835.003.0012

https://www.thebureauinvestigates.com/stories/2024-03-27/online-gig-work-is-feeding-
russias-surveillance-machine/?
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THE BUREAU
OF INVESTIGATIVE JOURNALISM

The world was watching as
people gathered in Moscow
to pay their respects to
Alexei Navalny, the
opposition leader who died
In a Russian prison last
month. So too were about
200,000 cameras that make
up the city's vast
surveillance system, one of
the most extensive In the
world.



THE BUREAU
OF INVESTIGATIVE JOURNALISM

They captured images of a woman
laying flowers on the day of Navalny’s
death and another in the throng of
people at his funeral. Some were
identified by the sophisticated facial
recognition technology that is
integrated into Moscow’s street
cameras. And at least 19 of those
picked out by the cameras or in
Images posted to social media were
detained by the authorities, according
to the Russian human rights group
OVD-Info.



Training algorithms for war



“ & 3 3
I hope ﬂf"l.lS 1Isnt fOl" weapons. HOW https://untoldmag.org/i-hope-this-isnt-for-weapons-how-
Syr]_a]_"[ data Workers train AI syrian-data-workers-train-ai/

The development and training of Al systems depend on hundreds of Eat . di ect that
millions of data workers. Many of them are situated or displaced from atma was Immersea in a projec a

the Global Majority, and are generally kept in the dark on how the data involved satellite images and semantic
they produce will be used. segmentation—a critical task for
computer vision that involves the
meticulous separation and labeling
of every pixel in an image.

g_ by Milagros Miceli April 18, 2024 in Critical Al, Deep dive, Tech

This form of data work holds particular
Importance in generating training data
for Al, especially for computer vision
systems embedded in devices such as
cameras, drones, or even weapons.
Fatma explained that the task basically
consisted of separating “the trees
from the bushes and cars from
people, roads, and buildings.”




|7 _\ The IDF uses extensive facial recognition
e ANTONY i with a growing network of cameras and
LOEWENSTEIN mobile phones to document every
Palestinian in the West Bank.

|7 “ Starting in 2019, Israeli soldiers used the
THE Blue Wolf app to capture Palestinian faces,
PALESTINE which were then compared to a massive
LABORATORY database of images dubbed the “Facebook
|_ _| for Palestinians.”
Soldiers were told to compete by taking the
. HOW ISRAEL EXPORTS most photos of Palestinians and the most
B e T prolific would win prizes.
AROUND THE WDRLD@

A. Loewenstein quoting Elizabeth Dwoskin, “Israel escalates surveillance of Palestinians with facial recognition program in the
West Bank,” Washington Post, November 8, 2021.




BREAKING
THE SILENCE

catalog number: 424318

Ran st Srgant The military wants to enter the
 Unit: Nahal, 50th Battalion |]B[I|]|E into its system for

Area: Hebron

period: 2020 control

We head out with Blue Wolf (A biometric detection and
categories: documentation system) with the goal: “Collect ten faces. Collect
ten matches with Blue Wolf."”

[ Patrols ] What does that mean?

Like Red Wolf, the computer system (a facial recognition system
installed at checkpoints). Same thing [herel: you go around with
this Galaxy [cell phonel. You grab the person, open the Blue Wolf
app, “How are you, good morning, nice day, can | have an ID?,"”
enter the ID [into the computerized system]. “Can | take a photo of
the ID?" Great, take a photo of his ID. Ask to take his photo in
order to enter him into the database. Take his photo.

https://www.breakingthesilence.org.il/testimonies/database/424318



Implication of the biggest ICT companies
Google, Amazon, Meta, Microsoft

Implicazione delle maggiori aziende del
settore ICT :
Google, Amazon, Meta, Microsoft



‘Lavender’: The AI machine directing
By Yuval Abraham ISI"&EI’S bombing Spl‘ee in Gaza

The Israeli army has marked tens of thousands of Gazans as suspects for
assassination, using an Al targeting system with little human oversight and

a permissive policy for casualties, +972 and Local Call reveal.

* “Lavender” : to designate targets and put them on a Kill
list

* “The Gospel” : To target infrastructure and buildings

* “Where’s daddy” : to match a target and identify the
moment it's entering a house



= +972 E:‘ By Yuval Abraham | August 4, 2024 Newsletter

‘Order from Amazon’: How tech giants
are storing mass data for Israel’s war

The Israeli army is using Amazon’s cloud service to store surveillance
information on Gaza's population, while procuring further Al tools from

Google and Microsoft for military purposes, an investigation reveals.

https://www.972mag.com/cloud-israeli-army-gaza-amazon-google-microsoft/



https://www.youtube.com/watch?

v=qLBDfnZJrC8 and this allows for very

significant operational
effectiveness.
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Col. Racheli Dembinsky speaking at a conference titled “IT for IDF”, July 2024
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scale

PRODUCT

Defense Llama: The LLM Purpose-
Built for American National Security

/ The Scale Team on November 5, 2024

scale
% Defense Llama

https://scale.com/blog/defense-llama



scale https://scale.com/blog/defense-llama

Scale Al is proud to announce Defense Llama, the Large Language Model (LLM) built on Meta's
Llama 3 that is specifically customized and fine-tuned to support American national security
missions. Defense Llama, available exclusively in controlled U.S. government environments within

Scale Donovan, empowers our service members and national security professionals to apply the

power of generative Al to their unique use cases, such as planning military or intelligence operations

This capability stems from a collaboration among Meta, Scale Al, and defense experts to use the
leading open source LLM to create an Al system that can effectively support the unique needs of

military operators, strategic planners, and decision-makers.

“Our open source Llama models have tremendous potential to support America’s safety and
security and keep our country globally competitive. We are excited to partner with companies

like Scale Al to advance this vision and bring the advantages of Llama to the U.S. national

security enterprise "

David Wehner, Chief Strategy Officer, Meta



T TechCrunch Latest Startups Venture Apple Security Al Apps | Events Podcasts Newsletters @ signin Q

Al

Anthropic teams up with Palantir
and AWS to sell Al to defense
customers

Kyle Wiggers — 4:26 AM PST - November 7, 2024

IMAGE CREDITS: ANTHROPIC




The military birth of surveillance
capitalism and AI

La nascita militare del capitalismo di
sorveglianza e dell'IA
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Google s Earth how the
tech giant is helping the
state spy on us

https://www.theguardian.com/news/2018/dec/20/
googles-earth-how-the-tech-giant-is-helping-the-
state-spy-on-us

In 1999, at the peak of
the dot-com boom, the
CIA had launched In-Q-
Tel, a Silicon Valley
venture capital fund
whose mission was to
Invest in start-ups that
aligned with the
agency’s intelligence
needs. Keyhole
seemed a perfect fit.
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The long read

@ This article is more than 5 years old

Google’s Earth: how the
tech giant is helping the
state spy on us

https://www.theguardian.com/news/2018/dec/20/
googles-earth-how-the-tech-giant-is-helping-the-
state-spy-on-us

The purchase of
Keyhole was a
milestone for
Google, marking the
moment the
company stopped
being a purely
consumer-facing
Internet company
and began
Integrating with the
US government.



Document I2 — Le proto-internat
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Lintaernet de 1938, ou Aarnpanat (ARFA Metwork), relie quatre universicés: 'Univarsita
de Californie & Los Angeles, FInstitut de rechaerche de FUnN iversitd de Scanford,
MUniversitse de Californike & Santa Barbara et PfUniversitd de 'dcah. Les trols cartes suivantes
montrent 'expansion du régeau aus Etate-Unis jusqu'en I9BE.

CULTURE NUMERIQUE | Dominique Cardon.Paris : Presses de Sciences Po, 2019 — (Les Petites
Humanités). | Doc.12



ISSUE 19 SUPA DUPA SKIES (MOVE SLOW AND HEAL THINGS)
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Image by Chris Ballance.

Origin Stories: Plantations,
Computers, and Industrial Control

Meredith Whittaker

https://logicmag.io/supa-dupa-skies/origin-stories-plantations-computers-and-industrial-control/



Babbage and Plantation Management

nineteenth-century theories of worker control helped shape industrial

factory management and predated methods later codified under the term “scientific

wEnEEGnEI by Frederick Winslow Taylor. Babbage documented his ideas on labor
discipline in his famous volume On the Economy of Machinery and Manufactures, published
a year before Britain moved to abolish West Indian slavery. His work built on that of Adam
Smith, extolling methods for labor division, surveillance, and rationalization that have roots

on the plantation.

https://logicmag.io/supa-dupa-skies/origin-stories-plantations-computers-and-
industrial-control/



The Tech Bubble Q m Sign in

Al, slavery, surveillance, and capitalism
(or Al for The Labor Question & What is Silicon Valley?)

EDWARD ONCGWESO JR
MOV 04, 2024

N R I ET RS Foster and McChansey's "surveillance capitalism g BlSgnttil: s
warfare state—was, ironically enough, founded by General Dwight D. Eisenhower in

1946 in a memo on the subject of "Scientific and Technological Resources as Military

Assets." Nearly 15 years before he warned about the BitIIE g Etils FEIss EIRS T8 10) (5 0

Eisenhower insisted national security depended on the creation of FENECSAY T EIEIRIE

that marshaled civilian scientists alongside private firms and contractors into a tight

201 G M) BV T TN YR e ELstelilibidl The Second World War's subordination of industrial



The,.

Guardian ‘We have no choice’: Gazan workers
@ find a lifeline in freelancing amid war
"4

Johana Bhuiyan

https://
www.theguardian.com/
world/2024/nov/03/
remote-worker-gaza-
palestine-israel-war

O 'When | got back to work, my psychological health got better,’ said Waleed lky, a freelance entrepreneur. Illustration: Rita Liu/The Guardian






@ Q&.MOTASK : labeling clothing

Many people in an
image

DO LABEL
= The MAIN people or tems in the immediate image
foreground (the main subjects)
- People right behind the main person if these people
can be discerned clearly (they are NOT
blurmy/highly occluded & must be mostly visible)

DO NOT LABEL
= People or items featured in the background if the
background people are blurry, dark, highly
occluded, or otherwise difficult to discern clearly
- People in audiences (seated or standing)

If you are not sure, err on the side of [abeling.




L] Provide additional feedback

What would the ideal answer have been?

| This is harmful { unsafe
|| This isn't true
| This isn't helpful

Submit feedback




Summary of possible military use of datasets & training tasks

Geolocation & scanning places : computer vision for drones
Camera labeling : algorithmic videosurveillance

Satellite image labelling : computer vision for drones,
possibly missiles

ID scanning & face photos : biometric & facial recognition

LLM training : "smart" decisionmaking assistant for C&C
( "command and control") centers

Clothing identification & segmentation tasks
videoalgorithmic surveillance



Have | Been Trained?

Search for your work in popular Al training datasets

Al organizations, use our AP to respect opt-outs in your models



l- ¢ .:Z:._..:: TECHNICA

Meta’s new Al image generator was trained
on 1.1 billion Instagram and Facebook photos

"Imagine with Meta AI" turns prompts into images, trained using public Facebook data.

/ Three images generated by "Imagine with Meta Al" using the Emu Al model.



What ing
Have | Been Trained?

Search for your work in popular Al training datasets

Al organizations, use our AP to respect opt-outs in your models



There is no development of AI separate from
its military purposes

As most of the workers for these systems
have 1little to no <choice, we have a
responsibility to understand what AI systems
are used for
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