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From Industrial Robotics...




...to Service Robotics

 Field robotics

 Professional cleaning

* Inspection and maintenance systems
 Construction and demolition
 Logistic systems

« Health Care and Assistive robotics

» Defense, rescue & security applications
« Underwater systems

« Mobile Platforms in general use

« Robot arms in general use

 Public relation robots

« Humanoids
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The Robotic Revolution

Internet Robotics M2M-Machine to Machine

Robot Cloud

loT-Internet of Things loE-Internet of Everything
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Cloud Robotics




ELSA - Ethical, Legal,Societal Aspects

Beston Dynamics

The end of robots segregation era means new technical and Ethical,
Legal and Societal (ELS) issues arising from robotic invasion in
human society.

@) 1)




General Technical Issues

Technical issues arising from technology innovation

Attributes E

Threats

Dependability and Security

Errors .

Prevention
Tolerance
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Advanced Robotics Technical Issues

New technical issues arising from:

 HW/SW Complexity
* Autonomy

 Uncertainty, deriving from the unstructured and chaotic real
environment.

« Unpredictability of learning machines;
 Traceability of evaluation/actions procedures.
 ldentification of robots.

* Cyber security




Advanced Robotics ELS issues

Ethical, Legal and Societal issues:

* Replacement of human beings (economic problems; human
unemployment; social instability);

 Digital divide;

« Generational divide;
 Lack of legislation;
* Privacy;

« Psychological problems (deviations in human emotions,
problems of attachment, disorganization in children, fears,
panic, confusion between real and artificial, feeling of
subordination towards robots)
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Which way for Robotics?

‘ vy g,

= %, -
v =9

“Would you tell me
please, which way
| ought to go from
here?”” asked Alice.




Which way for Robotics?
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“That depends a
good deal on

where you want
to get to” said the
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Which way for Robotics?

Dual use of Technology




From Science Fiction...

Isaac Asimov wrote the famous Three Laws of Robotics (1942):

1. Arobot may not injure a human being or, through inaction, allow
a human being to come to harm.
2. A robot must obey orders given it by human beings except where
such orders would conflict with the First Law.
3. Arobot must protect its own existence as long as such protection
does not conflict with the First or Second Law.
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What Shall We Do?
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Roboethics Definition

“Roboethics 1S an applied ethics whose objective is to
develop scientific/cultural/technical tools that can be shared
by different social groups and beliefs. These tools aim to
promote and encourage the development of Robotics for the
advancement of human society and individuals, and to help
preventing its misuse against humankind.” (Veruggio, 2002)
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Disambiguation

ROBOETHICS

ROBOT ETHICS ROBOT’S ETHICS
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What is Roboethics

The first level is represented by the adopted ethical theories,
developed principally by the branch of philosophy called ethics or
morality, which studies human conduct, moral assessments and the
concepts of good and evil, right and wrong, justice and injustice.
This Is the proper concept of “Roboethics”, meaning applied
ethics that attempts to provide answers to new questions that are
generated by the progress of robotics. This level updates the
various views on concepts such as dignity and integrity of the
person and the fundamental rights of the individual, as well as the
social, psychological and legal aspects involved.
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What is Robot Ethics

The second level, currently referred to as “Robot Ethics”, or
“Machine Ethics”, regards the code of conduct that designers
Implement in the Artificial Intelligence of robots. This means a
sort of Artificial Ethics able to guarantee that autonomous robots
will exhibit ethically acceptable behaviour. It is clear that the
guidelines to define what is ethically acceptable and to enforce
them are the product of the abovementioned field of Roboethics.
Robots are, in fact, machines, meaning tools that are unaware of
the choices made by their human creators, which, therefore, bear
the moral responsibility for the actions, good or bad, of robots.
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What is Robot’s Ethics

Finally, there is a third level, which we could perhaps define as
“Robot’s Ethics™, because it is the ethic born from the subjective
morality of a hypothetical robot that is equipped with a conscience
and freedom to choose its own actions on the basis of a full
comprehension of their implications and consequences. It is only in
this case that robots may be deemed as moral agents, and that one
may refer to as involving the responsibilities or rights of robots.
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Roboethics Milestones

2002:
2004
2006:
2007:
2008:
2008:
2008:
2011;
2013:

2013:
2013:
2014

Roboethics Definition

1st International Symposium on Roboethics

Euron Roboethics Atelier

Euron Roboethics ROADMAP

Ethicbots Project

CARE Project (Coordination Action for Robotics in Europe)
Springer Handbook of Robotics. Chapter 64: Roboethics.
R&A Special Issue on Roboethics

UN "Special Rapporteur” urges global pause in creation of
robots with 'power to kill'.

Ori - Open roboethics initiative

Stop Killer Robot Campaign

ISO/TC 184/SC 2 Robots and robotic devices

1SO 13482:2014 Safety requirements for personal care robots
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Roboethics Taxonomy

» Humanoids
Artificial Mind, Artificial Body

» Advanced production systems
Industrial robotics

» Adaptive robot servants and intelligent homes
Indoor Service Robots, Ubiquitous Robotics

» Network Robotics
Internet Robotics, Robot ecology

» Outdoor Robotics
Land, Sea, Air, Space
» Health Care and Life Quality
Surgical Robotics, Bio-Robotics, Assistive Technology

» Military Robotics
Intelligent Weapons, Robot Soldiers, Superhumans

» Edutainment
Educational Robots, Robot Toys, Entertainment, Robotic Art
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Focus on Drones
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» Civil (documentation, prospecting, reportage, e-commerce ...)




Focus on Drones
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» Civil (documentation, prospecting, reportage, e-commerce ...)

» Security (control, surveillance, communication ...)




Focus on Drones

» Civil (documentation, prospecting, reportage, e-commerce ...)

» Security (control, surveillance, communication ...)

» Military (reconnaissance, attack, jamming, ...)




Focus on Drones

» Civil (documentation, prospecting, reportage, e-commerce ...)

» Security (control, surveillance, communication ...)
» Military (reconnaissance, attack, jamming, ...)

» Unconventional (espionage, crime, terrorism ...)
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Civil Drones

Dependability

Security

Privacy

Cyber security

Lack of natl/intl legislation
Lack of intl standards




Sistemi Aeromobili a Pilotaggio Remoto (SAPR)

rENAc

I:'“'-I "'"IJ_l!__ﬂ""ln’-'l.lI -"'II-II.":la"h'l.-"[i""l '|'.I-.-'I'II
LS GV AL TRy ALTHO

« Pilota di SAPR che conduce operazioni sprovvisto della opportuna
qualificazione. Art. 1117: reclusione da 1 a 5 anni

« Impiego senza dichiarazione di rispondenza presentata all' ENAC per le
operazioni non critiche o senza adeguata autorizzazione nel caso di
effettuazione di operazioni critiche/miste. Art. 1216 del codice della
navigazione: reclusione fino ad un anno ovvero ammenda fino a 1032€

 Pilota di SAPR con certificato medico di idoneita scaduto. Art. 1331
reclusione fino a 3 mesi ovvero ammenda fino a 206€

* SAPR privo di copertura assicurativa/scaduta. Art. 1234 sanzione
amministrativa da 56.664€ a 113.338€

« Ultilizzo del SAPR senza avere al seguito la polizza assicurativa. Sanzione

amministrativa da 16.999€ a 33.999¢€
(3]




Issues

Main problems could arise from:

a) the inadequacy to manage the unstructured complexity of a
hostile scenario;

b) the unpredictability of machine behaviour;

c) the increased risk of starting a videogame-like war, due to the
decreased perception of its deadly effects;

d) Unpredictable side effects on civilian population;
e) Human in control hierarchy and robot’s transparency;

f) Psychological issues of humans in robotized environments
(mixed teams);

g) Accountability and Responsibility Gap;
h) The assignment of liability for misbehaviours or crimes;
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Military Drones

These vehicles are known as “autonomous combat flying
vehicles” (ACFVs), or more commonly as “drones”

While such vehicles are autonomous robots as far as flying is
concerned (including take-off and landing), officially they can
fire lethal weapons only by human command.

At present (early 2013) there are an estimated 7500 drones in the
US military arsenal, many are flown in secret missions by the
Central Intelligence Agency (CIA).

While 10 years ago the United States was the only country
possessing autonomous flying vehicles, CNN now estimates that
70 countries have AFV programs, but only about 15 of these have
military drones. (CNN 2012)
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Drone ELS Issues

The ELS issues arising from the use of drones, both in civil and
military field, include the following:

 Lack of legislation
* Privacy

« Data Security

« Cyber security

« Terrorism

« Collateral Damages
« Push-Button War

* Undeclared Wars
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Collateral Damages

Despite the increasing success of this technology, military

hierarchies feel concerned about potential dangers:

* Drones happen to accidentally fall possibly damaging humans
and objects.

 Daily news report about unintended injury or death of innocent
non-combatants (usually known as “collateral damage”) from
war theatres.

 Potential friendly-fire casualties in crowded battlefield or due to
enemy’s hacking/hijacking. —




Push-Button War

Drones flying over Afghanistan or various targets in Africa are
controlled from Creech Air Force Base (near Las \Vegas), or a
base in New Mexico, thousands of km away from the vehicles
themselves.

The very fact that the human
controllers who release the weapons
are very far away, so that they do not
see the blood and destruction directly
but only from the drone’s cameras
means that for some of them such
activities are more like a video game
rather than the killing and destruction
of human beings.
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Undeclared Wars

Drones are used to attack suspected terrorists in countries that
(officially) are not at war with the US. Hence, they are used in
undeclared wars. This may be a violation of international law,
and it certainly raises ethical issues.

On the opposite, drones can quite easily be used by terrorists to
hit targets in any country of the world, bringing undeclared wars

everywhere.
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Lack of International Conventions or Agreements

It is clear that military robots are here and they have changed the
nature of warfare dramatically.

However, there are currently no international treaties or
agreements governing their usee which raises serious ethical
questions.

Military Robotics should be thoroughly examined by Specialized
International Organizations, as happens for every type of military
technology, to be regulated by International Conventions or

Agreements.
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The Basic and Underlying Etical Issue

Prior to discussing
“when, how, and where”,
we should decide

CCIF99

a fully autonomous robot
can be allowed to kill a
human.
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What Future We Want?

NO “Licence to Kill” to Robots




Stop Killer Robots

CAMPAIGN TO STOP

KILLER ROBOTS

Who We Are

BANKILLER ROBOTS

OURCALLTOACTION »
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Nobel laureates call for killer robots ban

More than 20 Nobel Peace
Prize Laureates have endorsed
a joint statement calling for a
ban on weapons that would be
able to select and attack
targets without meaningful
human control.

The Laureates warn that lethal robots would “completely and
forever change the face of war and likely spawn a new arms
race” and ask “Can humanity afford to follow such a path?”
They express concern that “leaving the killing to machines
might make going to war easier and shift the burden of armed
conflict onto civilians.”

Photo: Leymah Gbowee, Mairead Maguire, Shirin Ebadi, Jody Williams, Tawakkol Karman, and Rigoberta Mench( Tum
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United Nations Special Rapporteur

{ E’ United Nations Human Rights

Office of the High Commissioner for Human Rights

Ben Emmerson, the UN Special Rapporteur on human rights and
countering terrorism has issued his final report into the impact of
drone strikes on civilians on 12 march 2014.

The report looks at recent civilian casualty rates from drone
strikes and examines 30 case studies of drone strikes in which
there were reports or indications of civilian casualties

Most importantly the report specifically recommends the UK, the
US and Israel release more information about these strikes and
calls for panel of experts to further investigate the issue.
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UN Advisory Board on Disarmament Matters
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United Nations disarmament chief Angela Kane stated on 2 July
2014 that “there Is a widespread view” that weapons systems that
have the capability of selecting and attacking targets without
human Intervention “must be subject to meaningful human
control.” The High Representative for Disarmament Affairs made
her remarks at a meeting of UN Secretary-General Ban Ki-moon’s
Advisory Board on Disarmament Matters.
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Open Roboethics Initiative

L8 ORI

Open Roboethics initiative

Open Roboethics initiative (ORI) Is a roboethics think tank that
alms to foster active discussions of ethical, legal, and societal
Issues of robotics. Headquartered in Vancouver, Canada, ORI Is an

Interdisciplinary, international group of people passionate about
roboethics in general.
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http://www.openroboethics.org/

Open Roboethics Initiative

Just like how the web has allowed us to produce and maintain
contents of Wikipedia and software designs of Linux by means of
mass collaboration, ORI Is experimenting with the idea that
roboethics discussions and robot designs can benefit from the
power of mass collaboration as well. By creating a web space
where policy makers, engineers/designers, and users and other
stakeholders of the technology can freely share and access
roboethics related contents, we hope to accelerate roboethics
discussions and inform robot designs.
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Open Roboethics Initiative

Professional
Organizations




Open Roboethics Initiative

TUNNEL PROBLEM:
If a death by an autonomous car is unavoidable, who should die?

In the Tunnel Problem,
how should the car react?

passenger (you)
36%
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http://www.openroboethics.org/
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Open Roboethics initiative

Ll LATEST FINDINGS % POLLS O ORI-TECH EVENTS N SUBSCRIBE ABOUT »

« Trending: ROBOTS FOR HOME AND CARE AUTONOMOUS CARS

FEATURED

MILITARY ROBOTICS

Survey: Should robots make life/death decisions? - UN discusses
lethal autonomous weapons Apr. 13-17, 2015

The Open Roboethics initiative has been leading surveys and polls on a number of
different roboethics related issues over the past ...

TECHNOLOGY

()
::S\ The Emerging Policy and Ethics of Human-Robot Interaction
g " L o

The Emerging Policy and Ethics of Human
Robot Interaction

What ethical, societal, and legal implications should designers
keep in mind when developing ...

£ Y
Should ownership
influence decision making
of a care robot?

ANALYSIS
Results: Should a carebot
bring an alcoholic a drink?
Poll says, it/depends on
who owns the robot
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The Foundation for Responsible Robotics

L 4 ﬁ Login  Join Us

nnnn

, ROBOTICS Home  AboutUs v Contact JoinUs  Member Area v

RES ONS B L E

OROTICS

Accountable Innovation for the Humans Behind the Robots.

Join SRR
Welcome to the Foundation for Responsible Robotics Join the Society for Responsible

Robotics today!
Nov 29, 2015 | News | 0 Comments

Website to be officially launched shortly... _]Oin Us
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http://responsiblerobotics.org/

Mondo Digitale
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http://mondodigitale.aicanet.net/ultimo/index.xml

Thank You!
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Contact Information:

Gianmarco VERUGGIO

Consiglio Nazionale delle Ricerche
Istituto di Elettronica e di Ingegneria dell'Informazione e delle Telecomunicazioni
Via De Marini, 6 - 16149 Genova, Italia
Email gianmarco@veruggio.it
Tel. +(39) 010-6475616
Mob. +(39) 338-9431561

Fax +(39) 010-6475200
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