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SENSORS/COLLECTION/CONNECTIVITY




|OT: SENSORS

» Independence
» Autonomy

» Proactivity T toboy wilk!




Sensor fusion

Additional
recipients




|IOT: CONNECTIVITY

» No software update

» Unauthenticated communications
» Unencrypted communications

» Lack of network isolation

» Lack of autonomous functionality
in case of service disruption



SENSORS/COLLECTION
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PRIVACY & DP

CONNECTIVITY

\

SECURITY



PRIVACY: FROM GOOD PRACTICE TO CORE PRACTICE

» Freely given, specific, informed and
unambiguous consent

» Data protection by design & by default
» Data breach notification
» DPIA (data protection impact assessment)

» Data portability



MORE DATA NEED GREATER SECURITY

» Schneier: "like pollution, the only solution is
to requlate”

» BITAG, Broadband Internet Technical
Advisory Group: report on the technical
aspect of loT security and privacy including
recommendations on how to improve it

(November 22, 2016)






PERVASIVE & UBIQUITOUS COMPUTING

» Lack of control
» Information asymmetry

» Limitations on the possibility to
remain anonymous

» Security # Safety



LOOKING OVER THE THINGS OF 10T

» It's not a question of privacy

» There is no digital rights only human
rights in the digital era

» "The EDPS considers that better respect
for, and the safeguarding of, human
dignity could be the counterweight to the
pervasive surveillance and asymmetry of
power which now confronts the individual"

(Opinion 4/2015)



“Una volta indossata la sua tuta
disindividuante non puo essere piu
identificato, né dalla voce, nemmeno
attraverso le impronte sonore, né dall’aspetto.
Appare, non é cosi? soltanto come una vaga

macchia contfusa e niente piu"
(P. K. Dick, Un oscuro scrutare)
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