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Today’s seminar 

“To think about the kind of smart society we want 
  
one that balances respect for tradition with confidence 
in the future” 
 

Rob van Kranenburg 
www.theinternetofthings.eu 



Consumer expenditure accounts for 56% of EU GDP and is 
essential to meeting the Europe 2020 objective of smart, 
inclusive and sustainable growth.  
 

European Commission, 2012 Consumer Agenda 
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A definition 

Physical Object 
+ 

Controller, Sensors, Actuators 
+ 

Internet 
= 

Internet of Things 
 

 
 
 

Source: “Designing the Internet of Things”, Adrian McEwen and Hakim Cassimally  
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Fusion of product and service…  
 



… through rich interfaces 
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“... call it what you want, but it’s happening, and its potential is huge. 
 
We see the IoT as billions of smart, connected ‘things’ (a sort of ‘universal 
global neural network’ in the cloud) that will encompass every aspect of our 
lives and its foundation is the intelligence that embedded processing 
provides.  
 
The IoT is comprised of smart machines interacting and communicating 
with other machines, objects, environments and infrastructures.  
 
As a result huge volumes of data are being generated, and that data is 
being processed into useful actions that can ‘command and control’ 
things to make our lives much easier and safer - and to reduce our impact 
on the environment.”  
 

 
Kaivan Karimi and Gary Atkinson 

“What the Internet of Things Needs to Become a Reality” 
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Technology backbone 
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•  Sensors and actuators  

•  Embedded processing 

•  Connectivity and the cloud  
 

The Robot Factory 
Hannes Bergkvist teaching me 

the basics of robot building. 



A scattered, complex and dynamic value chain for 
smart solutions… 

Source: “Roadmap for the Emerging ‘Internet of Things’”, 2014 Carré  & Strauss. 
Illustration is adapted from “Wanted: smart market-makers for the ‘Internet of Things’”, Arthur D Little,  Prism 2011. 
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Figure 42
The scattered and complex value chain for IoT solutions
Source: Adapted from “Wanted: Smart market-makers for the ‘Internet of Things’”, Ansgar Schlautmann, Didier Levy, Stuart 

Keeping and Gregory Pankert, Arthur D Little, Prism 2011 
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ARCHITECTURE OF THE INTERNET OF THINGS
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Stick to your knitting as network operator

Exploit core assets to be a service enabler

Get into system integration selectively

Act as white-label
service provider

Support IoT object 
manufacturers with 
service provisioning

Figure 43
Options for telcos in the value chain for IoT solutions
Source: Ibid

Smart Module. The sensors, 
actuators, wireless modules, modems, 
SIM cards, etc. that connect the smart 
object to the network.  Stakeholders 
traditionally operating in this territory 
include Cinterion, Sierra Wireless and 
Telit, with Asian heavyweights such as 
Huawei and ZTE now starting to enter 
this space. 

Smart Object. The vending 
machines, appliances, cars, cameras, 
etc.  LG, Bosch and Volvo belong to 
the increasing number of product 
manufacturers that are active in this 
segment.

Network Operator. The 
operator enabling and managing the 
!xed or wireless communication with 
the smart object.   Here the stakeholders 
include traditional telcos such as, 
Verizon, Comcast and AT&T, as well as 
newcomers such as Google Fibre.          

Service Enabler. The cloud and 
software platforms that provide the 
intelligence to the smart objects and 
distribute information correctly to third 
parties.  Arthur D Little draw attention 
to the fact that the service enabler is 
the most attractive position in the value 
chain, with a 30-40% share of total 
value.  As a result large players, such as 
Nokia Siemens Networks, Alcatel Lucent 
and IBM are positioning themselves in 
this area, as are network operators such 
as Vodafone and Telefonica. 

Systems Integrator. The 
stakeholder that physically integrates 
the smart module into the smart 
object and then integrates this smart 
object with cloud services through 
standardized Application Programming 
Interfaces (APIs) (see Figure 41).  This 
area has been traditionally dominated 
by players such as Axeda, Aeris and 
Telenor’s Connexion and is now 
being entered into by larger system 
integrators, such as Ericsson and IBM.  

Service Providers. Those that 
take care of bundling the solutions, 
setting the tari"s, billing and customer 
care.  Wireless Car and Hughes 
Telematics operate in this space with 
network operators increasingly joining 
the action.  

Reseller. The stakeholder that 
markets both the smart object and 
the related smart services.  Often the 
manufacturer of the smart object also 
acts as the reseller.           

‘Over-The-Top’ (OTT) players.  
OTT is the provision of a service over 
the Internet that bypasses traditional 
distribution thereby disrupting existing 
business models.  OTT examples include 
Skype, Net#ix, YouTube and Uber.    

Schlautmann and his colleagues have 
gone on to explore the strategic moves 
that telcos may make in the IoT value 
chain (see Figure 43).  



10 Source: CrowdCompanies, http://www.web-strategist.com/blog/ 

… with fluid positions … 



11 Source: “Sharing is the new buying”, Vision Critical and CrowdCompanies, March 2014  

… fluid positions 
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De!nition of Governance

This roadmap de!nes governance as:1

“The collection of control mechanisms 
that a society adopts to prevent or dissuade 
potentially self-interested stakeholders from 
engaging in activities detrimental to the 
welfare of other stakeholders” 

Establishing a framework for good 
governance is important because the IoT 
distributes signi!cant powers to various 
stakeholders in the value chain.  These 
powers are (see Figure 50):

Power over network standards

Power over products and their 
distribution

Power over network tra"c

Power over services and their 
distribution

Each of these powers can be potentially 
exercised to the detriment of other 
stakeholders in the chain as outlined below.

Power over Network Standards

It is worth reiterating that network 
standards specify not only how a device 
communicates, but also what it can 
communicate.  Therefore closed standards 
create the possibility of controlling IoT 
networks.  For example, deciding that one 

1) Adapted from a de!nition of corporate governance by David 
Larcker and Brian Tayan in their book, “Corporate Governance 
Matters”, p8

brand of smart watch cannot talk to another 
brand of smart phone because they do not 
speak the same technical language - not very 
useful from the consumer perspective and 
potentially anti-competitive.  

Neil Gershenfeld and JP Vasseur therefore 
urge the use of the Internet to link things 
rather than reinventing the networking 
wheel for each industry.2  They champion 
IPv6 and draw attention to the fact that 
closed standards have struggled with the 
same problems that the Internet has already 
solved: how to assign network names to 
devices, how to route messages between 
networks, how to manage the #ow of tra"c, 
and how to secure communication.  

Nevertheless, Ronak Sutaria and 
Raghunath Govindachari at Mindtree 
Research Labs believe that:3

“... in the near term, disparate islands of 
solutions are likely to outpace deployment of 
interoperable standards-based solutions.”

Power over Products and their 
Distribution  

Product manufacturers have traditionally 
relied on distribution systems and 
intellectual property rights to control the 
supply of their products.  These practices 
have the potential to inhibit IoT networks.  

2)  “As Objects Go Online - The Promise (and Pitfalls) of the Internet 
of Things“, Neil Gershen#ed and JP Vasseur, Foreign A$airs, March/
April 2014, p 63
3) “Making sense of interoperability: Protocols and Standardization 
initiatives in IoT” Ronak Sutaria and Raghunath Govindachari, 
Mindtree Research Labs

Governance of the IoT

GOVENANCE OF THE IoT

Figure 50
The IoT distributes signi!cant powers to various stakeholders in the value chain which can be potentially 
exercised to the detriment of other stakeholders in the chain 
Source: Carré & Strauss

Figure 51
Keurig’s new co$ee machine is reported to reject co$ee pods 
that do not have a “proprietary taggant material”
Source: CNN
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The IoT distributes significant powers to various stakeholders in the 
value chain which can be potentially exercised to the detriment of 
others. 
 

“Roadmap for the Emerging ‘Internet of Things’”, 2014 Carré & Strauss 
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A “new normal”? 

“While it's against our terms of service to sell 
your device, we don't plan on disabling any 
Explorer's device.” 

… if the term ‘sale’ … were not given a broad interpretation … 
suppliers would merely have to call the contract a ‘licence’ 
rather than a ‘sale’ in order to circumvent the rule of exhaustion 
and divest it of all scope.  

Case C-128/11 

“I never imagined that Amazon actually had the 
right, the authority or even the ability to delete 
something that I had already purchased.” 



 
“You'd think Green 
Mountain would've figured 
out that they have enough 
very clever people as 
customers - and they'd not 
have made us go to these 
troubles.” 
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A “new normal”? 

Keurig 2.0 Hack 

“It is critical for 
performance and 
safety reasons that 
the system only 
brews Keurig brand 
packs.”   
Green Mountain 
 

… could Nintendo have protected its own or licensed games 
without preventing or restricting the use of its consoles to play 
‘homebrew’ games? 

The Advocate General in Case C-355/12 



A “new normal”? 
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… it is necessary to examine whether other measures … could have 
caused less interference with the activities of third parties not requiring 
authorisation by the rightholder ...   

Case C-355/12 



A “new normal”? 
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 … the functionalities corrected, altered or added on the basis of [a 
maintenance agreement] form an integral part of the copy originally 
downloaded and can be used by the acquirer of the copy …  

Case C-128/11  



Empowered consumers who … can actively participate in 
the market and make it work for them by exercising their 
power of choice ...  
 

European Commission, 2012 Consumer Agenda 
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Comparatively few disputes are resolved through reconciling interests, 
while many are resolved through determining rights and power.  
 
 

Copyright © 2014 Carré & Strauss 

EffecJve%Governance%

William L. Ury, Jeanne M. Brett, Stephen B. Goldberg – Harvard Law School 

Is the “new normal” a 
distressed system? 

 

Source: “Getting Disputes Resolved - Designing Systems to Cut the Costs of Conflict” 
William L. Ury, Jeanne M. Brett and Stephen B. Goldberg  
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Most disputes are resolved through reconciling interests, some through 
determining who is right, and the fewest through determining who is 
more powerful.  
 

Copyright © 2014 Carré & Strauss 

EffecJve%Governance%

William L. Ury, Jeanne M. Brett, Stephen B. Goldberg – Harvard Law School 

What would make the “new 
normal” an effective system? 

Source: “Getting Disputes Resolved - Designing Systems to Cut the Costs of Conflict” 
William L. Ury, Jeanne M. Brett and Stephen B. Goldberg  

 



Empowering consumers means providing a robust 
framework of principles and tools that enable them to 
drive a smart, sustainable and inclusive economy.  
 

European Commission, 2012 Consumer Agenda 
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•  How do consumer interests look when “Everything-as-a-
Service” meets commerce?  

•  Do consumers enjoy the necessary rights to drive 
inclusive and sustainable growth in an IoT world?  

•  Are consumers equipped with the requisite power to 
assert their position in the IoT value chain?  
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Principles 



•  How do we raise awareness?  

•  How do we empower citizens/consumers in a broad 
sense, including through technological means?  

•  For instance, are design choices available that promote 
balanced interests and suppress straightforward use of 
(market) power? 
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Tools 



Today’s seminar 
Start discussing and thinking about the “new normal” 
 
Begin identifying areas and concepts for further research 
 
Form a loose Community of Interested for information exchange? 


