
OONI
Open Observatory of Network Interference



OONI: Open Observatory 
of Network Interference

• It’s a set of principles and test 
specifications for conducting 
network measurements. 

• Measuring network 
irregularities that can be a 
symptom of internet 
censorship and surveillance 
since 2012. 

• Uses a peer reviewed 
methodology, implemented 
using free software and 
publishing the data.



What does ooni-probe 
detect?

Traffic Manipulation!

• Is somebody intercepting the data I am sending 
on the network (DPI)? 

Content Blocking!

• What is being blocked? (Which web keywords 
are being filtered, etc.)
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Let’s color the world!



Real world examples



Handara Palestine



Handara Palestine



T-Mobile USA



T-Mobile USA



Bridge Reachability Study



Greek Censorship



Hellenic Gaming 
Commission (EEEP) Blacklist

• 437 (was 438) gambling Websites blacklisted (w/ 
dups) 

• ISPs no info on how their blocking works



Forthnet

• 96 entries blocked 

• DNS Blocking



Forthnet



Forthnet: original response



Otenet

• 438 entries  
censored 

• DNS Blocking



Otenet



Otenet: original response



Cyta

• 357 entries  
censored 

• DNS Blocking, 404



Cyta



Cyta: original response



Cyta: 404?



Cyta: 404?



Wind

• 325 entries censored 

• DNS Blocking, 
404



Wind



Wind: original response



Wind: 404?



Wind: 404?



$ curl -I rivernilecasino.net 
HTTP/1.1 302 Moved Temporarily 
Date: Sun, 31 Aug 2014 12:38:01 GMT 
Server: Microsoft-IIS/6.0 
X-Powered-By: ASP.NET 
X-AspNet-Version: 4.0.30319 
Location: http://www.vegaspartnerlounge.com/generic/informer.asp?
Subgid=987228&Country=Greece&btag=rivernilecasino.net&btag2=16&btag3=&btag4=&btag5= 
Set-Cookie: RiverNileCasino=btag=rivernilecasino.net&btag2=16&btag3=&btag4=&btag5=; 
domain=rivernilecasino.net; expires=Mon, 01-Sep-2014 12:38:00 GMT; path=/; HttpOnly 
Cache-Control: private 
Content-Type: text/html; charset=utf-8 
Content-Length: 279 
Connection: keep-alive

Vodafone: DPI



$ curl -I www.rivernilecasino.net 
HTTP/1.1 302 Moved Temporarily 
Date: Sun, 31 Aug 2014 12:38:28 GMT 
Server: Microsoft-IIS/6.0 
X-Powered-By: ASP.NET 
X-AspNet-Version: 4.0.30319 
Location: http://www.vegaspartnerlounge.com/generic/informer.asp?
Subgid=785274&Country=Greece&btag=www.rivernilecasino.net&btag2=16&btag3=&btag4=&bt
ag5= 
Set-Cookie: RiverNileCasino=btag=www.rivernilecasino.net&btag2=16&btag3=&btag4=&btag5=; 
domain=rivernilecasino.net; expires=Mon, 01-Sep-2014 12:38:28 GMT; path=/; HttpOnly 
Cache-Control: private 
Content-Type: text/html; charset=utf-8 
Content-Length: 283 
Connection: keep-alive

Vodafone: DPI



$ curl -I www.rivernilecasino.net/index.asp 
HTTP/1.1 301 Moved Permanently 
Server: WebProxy/6.0 
Date: Sun, 31 Aug 2014 12:39:01 GMT 
Content-Length: 0 
Location: http://1.2.3.50/ups/no_access_gambling.htm 
Connection: keep-alive

Vodafone: DPI



Come hack with us!
• Tomorrow night 23:59 at NoisySquare OONI hackfest! 

• There will be plenty of grappa and good vibes! 

• Join us! 

https://github.com/TheTorProject/ooni-probe  
https://github.com/TheTorProject/ooni-backend  
https://github.com/TheTorProject/ooni-pipeline  
https://github.com/TheTorProject/ooni-spec  
https://github.com/TheTorProject/ooni-sysadmin  
https://github.com/TheTorProject/libight

https://github.com/TheTorProject/ooni-probe
https://github.com/TheTorProject/ooni-backend
https://github.com/TheTorProject/ooni-pipeline
https://github.com/TheTorProject/ooni-spec
https://github.com/TheTorProject/ooni-sysadmin
https://github.com/TheTorProject/libight


Learn more!
• https://ooni.torproject.org/ 

• http://reports.ooni.nu/ 

• Run ooniprobe today! 
 
curl https://ooni.torproject.org/install.sh | bash  
# To run it now 
oonideckgen 

• #ooni irc.oftc.net

https://ooni.torproject.org/
http://reports.ooni.nu/
https://ooni.torproject.org/install.sh
http://irc.oftc.net

