OONI

Open Observatory N



OONI: Open Observatory
of Network Interference

* |t's a set of principles and test
specifications for conducting
network measurements.

* Measuring network
irregularities that can be a
symptom of internet
censorship and surveillance
since 2012.

* Uses a peer reviewed
methodology, implemented
using free software and
publishing the data.



What does ooni-probe
detect?

Traffic Manipulation

* |s somebody intercepting the data | am sending
on the network (DPI)?

Content Blocking

* What is being blocked?” (Which web keywords
are being filtered, etc.)



OONI Workflow
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Handara Palestine

First block page

HTTP/1.0 403 Forbidden

Server: squid

Date: Wed, 11 Apr 2012 05:47:10 GMT
Content-Type: text/html
Content-Length: 21

Connection: close

Sorry, Access Denied

Second block page

HTTP/1.0 403 Forbidden

Server: squid

Date: Sun, 22 Apr 2012 20:55:34 GMT
Content-Type: text/html
Content-Length: 2205

Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-type" content="text/html; charset=150-8859-1">
<title>ERROR: The requested URL could not be retrieved</title>
<style type="text/css">
#logo {
margin: @ auto;
display: block;



Handara Palestine

B E Nows Sport Weath

Ma'an News
Agency

l Seturdey OWLZ012, 165 (Oerusalem) Home ' Districts | News  Arahsis | Features ' C

Tor News | Qalgiliya prisoner completes 25 years in Israel jadl

Palestinian media clampdown spreads to the Web
blished Monday 23/04/2012 (vodated) 26/05
By George Male

BETHLEMEM (Ma'an) The Palestinan
Authority has Quietly instructed Imternet
providers 0 Diock acoess 10 mews
websites whose reporting s criical of
Presidert Mahmoud Abbas, according to
sonor government officals and data
analyred by network security experts.

AS many as oght news Outiets have been
rendered unavallable %0 many Internet
users in the West Bank, after techricans
at the Palestinan Telecommurscatons Polestiner AN Ty COMymursCations mMeester Mash o Ady Disha o ends e
cpereng of 8 et NORagy COMDRTy 0 Nabius (Maanimeges Rams Sedan, Fie)
Company, o PaiTel, tweaked an open
sowrce software called SQuid 10 return error pages, 3 detaded technical analysis indicates. Several small
COMPanies are using & simiar setup.

The decision this year 10 begin blocking websites marks 3 major expansion of the government’s onling powers.
Experts say it is the bigoest shift toward routine Internet censorship In the Palestinian Authority’s history. Aside
from one Incdent in 2008, Palestinians have generally boen free 10 read whatever they wanted

NEWS MIDDLEEAST

Home UK Africa Asia Europe Latin America US & Canada

27 April 2012 Last updated at 10:55 GMT

CEmEO=s

Palestinian minister resigns
over web censorship

The communications
minister of the
Palestinian Authority
has resigned,
claiming it was
trying to silence its -

»

oy ¥

critics and curb -

freedom of -.-'

expression. o

Mashour Abu Ode The websites affected included Firas Press
said senior officials

had ordered several opposition websites to be Middle East
blocked over the past six months crisis

He said the moves were bad for the image of the Q&A: UN bid

PA in the modern world 3t
New Palestinian
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T-Mobile USA

=

|
 Anwee —wm——-wu Bmarnie FRE L MR R AT IRR Mt MRS RD e AW
|

| Saetesas I TSR -~ o | e A | e . | 1o Wm
‘if 'l T p— AVVERTENZA - SITO NON RAGCCIUNGIN
- v -0 e e
= 10 - _ \d . In sppla armne &l dourens Ol A 1rve der poll & Staso (A
PR mo-” S L £20.38"" e 12 PMOIoee 3ot Can 41 OfIOMa 1D AMCRZA & BN TATIONE , TRV RO WAMancd .,
B e T T PronosE con vimie in donaro, con il quale & vats dat amsasione all e [, comme
— Soetamatentans e atenee ] 200 1l w80 Achiesdo 800 & MaggiengRuie POK I 1900y a0 Gelle MIAILIAZIOR HOCES
- - e o haude T LT Ttaka
Sras A e e predige e W e L SR whe ew
oo Ve .- e suiopm e L cleaco degh operatont ssnoruzatt ol pa000 Kiemalico ¢ dnpoadde sul w0 niituzioes

B
l P s A0 -

[ E20.35 Ll
=

v = g Vg e, ¢l
v w1 o verpaw W Liiyvnat mv Mmmge s

Lirne: oul may Semstmany @ apuily: wime e

Y HAPPBNBD _” Ha M™upegenim fruomh D e vee e et Nepe | Trassiete S bassite Fraseh
Firet, Sscowd, and Third! A zonebourse a —

.~ - YO . MRACER TwAa ) AL W AOWVER T ON e AADND SOCK ML DCRA YT
WA GO W TR A GOM TRAARDN G TIRROR ORI | OF O e O | RO B L O e - - - — - )
WM WROE B W SR WU RN RORRROSN | IO WOCRNORRD A e AR | RN S S Sust Sten whe YetmSestes Guamfen Uhen teOFON lmtes  Ouidn Qtteb
U A R T ALY R AT A SR T O RS BN T R ORI & G OF A SRR B A e
WA - A T WA T A ¢ —
— start
e maee THOUCHT MO8 T'l DA
W we have 10 use force, 1t s Decause we are America. We are the [ s resnve | — —- o - _— = - )
[ indsgentable naton We stand tall We soe further 20 the future ™ - e —— o
- !«M‘v'dwommnb'wauwnqwmmd — o La crolssance 2012 relevée 4 0.7%, " wiees s P
e et - celle de 2013 baissée A 1,75% B cmces - e R
[ — y v L6 GRemmenan Sorgse § W ———— e m-"un-::t—-n
Weird Hair Growth Herb ] o s et e s rasmcn
ety Ayl po—
. B e Bevew A feleny &-‘;.w.’...ln'\'\‘\4n;:’\-a - —~——— ® . Py —
Crmvrr s gy 0w Bt @~ wre eV e P R N )
MEMSLE LWL T ke e Sont Bwe Outen B AL - MM AN on s ma
= Lol o ) - " -
12‘1 Haane des weLtaa FLC g0 Boles mage e * P te tedon e aers - - vew
\‘- R R TR ) . - L B amae wN
] PRI PARA 1] man Bt o s B e e e Srengne (Tmemisnss & \‘\,‘_, A" e -
T HAPPENS WHEN . T o e e o s
Lol i e i 2 PR—— = - - ~ o NAlAL VN T -
3 BOMREE OF PARIS | L Seanars §0 8 B0e Su 44 - e — ——l
PRI, e M . o -, Ce TR
i _VNe- TN e YT Y ) "';_‘,"',_M.,,,,,,_,__,_.__,,_, o asrgiiuten Sautons? s Emna > =
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ask slashdot
book reviews
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ISOC Hires MPAA Executive

T-Mobile USA

T-Moblle's Optional Censorship Falls Down

Posted by timothy on Friday March 23, @10:25PM
from the at-least-they're-asking-first dept. '

An anonymous reader writes

*T-Mobile USA offers a Yeature' to restrict access to certain kinds of content. This is called Web Guard. Supposedly Web
Guard is supposed to inhibit access to content that falls under certain categories. The Open Observatory of Network
Interference (OONI), developed a tool to detect what sites were being censored. Amongst them were political news sites.

foreign sports news sites and other sites that should not have been censored.”

It's quite an eclectic bunch of sites that are blocked, but then censorware tends 1o break in interesting ways, even when it's not by
design.

- nm

50 of 67 comments loaded @ mobile yro intemet

-— Related Links b

All Sourceforge.net Being Blocked by SmartFilter Australian Gov Bans Huawei

Paul Beringer

South Korea Censors Its Own Censor From National Network Bids

India Moves To Censor Social Media
Submission: Censorship on T-Mobile USA




Bridge Reachability Study

Bridge reachability start time

Sat Sep 27 2014 02:00:09 GMT+0200 (CEST)
Bridge hashed fingerprint
6ce1370edfe977e7a3124b7¢c1e543b533a1c6e9¢

Status Timeout
blocked 400

Success Error
false timeout-reached

Transport name Distributor
obfs3 tbb

TCP connect start time

Sat Sep 27 2014 02:53:36 GMT+0200 (CEST)
TCP connect success

connect_error

TCP connect runtime

null

obfsproxy log

2014-09-27 08:06:55,437 [WARNING]) Obfsproxy
(version: 0.2.12) starting up.

2014-09-27 08:06:55,438 [INFO) Entering cli
ent managed-mode.

2014-09-27 08:06:55,441 [INFO] OBFSSOCKSVSF

Sep 27 08:06:50.000 [notice) Tor -alpha (gi
t-4410634e67243952) opening new log file.

Sep 27 08:06:50.000 [notice] Parsing GEOIP
IPv4 file /usr/share/tor/geoip.
Sep 27 08:06:50.000 [notice]l Parsing GEOIP
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Greek Censorship



Hellenic Gaming
Commission (EEEP) Blacklist

e 437 (was 438) gambling Websites blacklisted (w/
dups)

e |SPs no info on how their blocking works



Forthnet

e O6 entries blocked

- DNS Blocking

MH ENITPENTH NPOZBAZH

H npdofaocn otov Siktvakd téno nov BEAETE va emokegBe(Te €xEl anayopevtel ue Baon to
Népo 4002/2011 (ApBpo 51 Napaypagog S). o onolog anayopeler otoug napdyous
vnnpeowwv Sabixtoou (ISPs) pe kataotatkr £6pa ry £6pa npayua kg Solknong f péviun
eykatdoraon otnv EMGba olppwva pe T vevikée Swatdfewg touv v. 2238/1994, va
enLTpEnouvy TNV npdoBaon Ot LOTOXWPOLS MOV MPOCPEPOLY UNNPECIEC TUXEPWY Natyviwv
KaL OTONUATWY Xwplc dbeia.

Ma NEPIOCOTEPES NMANPOYPOPIEC NapaAKaIy EMOKEPTE(TE TNV WTooeAba Tng EmTtponrg
Enontelag kat EAEyyov Nawyviwv (E.E.EN.): hitp://www.gamingcommission.gov.gr

The access to this website is forbidden in accordance with Greek Law 4002/2011 (Article 51,
Paragraph 5). For more information please visit the webpage of the Hellenic Gambling

Commision: hitp://www.gamingcommission.gov.ar



Forthnet

- request:
body: null
headers:
- — User-Agent
- [’Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.7) Gecko/20091221
Firefox/3.5.77]
method: GET
tor: {is_tor: false}
url: http://betlm.eu/
response:
body: 7’

code: 302
headers:
- = Connection
- [closel
Location
[’http://eeep.forthnetgroup.gr/’]
Content-Length
[’0°]
Server
[BigIP]




Forthnet: original response

- request:
body: null

headers:
- = User-Agent

- [’Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2) Gecko/20100115
Firefox/3.6°]
method: GET
tor: {exit_ip: 199.47.77.6, exit_name: okherewego, is_tor: true}
url: http://betlm.eu/
response:
body: "e9a4\r\n<DOCTYPE html PUBLIC \"-//W3C//DTD XHTML 1.0 Transitional//EN\"\

\ \"http://www.w3.org/TR/xhtm11/DTD/xhtmli-transitional.dtd\">\n\n<html xmlns=\"\
http://www.w3.0rg/1999/xhtml\">\n\n<head>\n\n<title>Sports Betting: Sportsbook)\

\ Odds and Sports Betting Lines</title>\n\n<link rel=’stylesheet’ id=’SocializeThis-css’\
\ href=’http://betlm.eu/wp-content/plugins/socialize-this/st.css?ver=3.3.1"\

[..] "

code: 200
headers:
- = X-Powered-By
- [PHP/5.3.27]
- - Transfer-Encoding
[chunked]
- — Set-Cookie
- [PHPSESSID=9c9457943ffcff2b9a19bdbb35275970; path=/]
- = Expires
- [’Thu, 19 Nov 1981 08:52:00 GMT’]
- = Server
- [Apache/2.2.26 (Unix) mod_ssl/2.2.26 OpenSSL/0.9.8e-fips-rhel5 mod_bwlimited/1.4
PHP/5.3.27]
- = Connection
- [closel]

- = Pragma



enet

MH EIITPETTH ITPOZBAZH

¢ 438 e nt“es Me Baon andgaon tne aveEaptntne S rowknmknic apynic "Emponn

Enontelac kaw EAEyyov NMawyviwv" (E.E.E.I1.), 0 wtdtonoc nov

C e n SO re d EMYEPELTE VA EMOKSPOEITE £YEl EYYPAPEL 0TOV KATAAOYO EKEIVWY MOV
MPOCYEPOLY LITNPECIES TLYEPWY NMALYPIWY KAl OTOYNHATWY YWwpic
abaa.

Kata ovvénaa, pe Baon tnve keipevn vopoBeoia, n npdofaon otov

® D N S B | OC ki n g wtdtono avtd bev emrpéneran.

[Na negproodtepeg nanpogopieg: hitp://www.gamingcommission.gov.gr
(index.php/el/




Otenet

- request:
body: null
headers:
- = User-Agent
- [’Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2) Gecko/20100115
Firefox/3.6°]

method: GET
tor: {is_tor: false}

url: http://acelivecasino.com/
response:
body: "\uFEFF<DOCTYPE HTML PUBLIC \"-//W3C//DTD HTML 4.0 Transitional//EN\">\r\
\n<HTML>\r\n<HEAD>\r\n <META content=\"IE=5.0000\" http-equiv=\"X-UA-Compatible\"\
c 1 >\r\n <TITLE>\u039C\uO03AE \u0395\u03C0\u03B9\u03C4\u03C1\u03B5\u03C0\u03C4\u03AE\
\ href=\"http://www.gamingcommission.gov.gr/index.php/el/\">
http://www.gamingcommission.gov.gr/index.php/el/</a><BR><BR>\r\
\n\t\t\t<BR><BR></FONT></TD>\r\n
<TD>&nbspénbsp&nbsp&nbsp&nbspénbspinbsp&nbsp&nbsp&nbsp</TD>\r\
\n \t\t</TR></TBODY></TABLE></CENTER></TR></TBODY></TABLE></TD></TR></TBODY></TABLE>
</TD></TR></TBODY></TABLE></BODY></HTML>\r\ \n"
code: 200
headers:
- — Content-Length
- [’2631’]
- = Accept-Ranges
[bytes]
- = Server
[Apache/2.2.15 (Cent0S)]
Last-Modified
[’Wed, 07 Aug 2013 11:24:33 GMT’]
Connection
[close]

ETag



Otenet: original response

- request:
body: null

headers:
= = User-Agent

- [’Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2) Gecko/20100115

Firefox/3.6°]
method: GET
tor: {exit_ip: 96.47.226.21, exit_name: dorrisdeebrown, is_tor: true}

url: http://acelivecasino.com/
response:

body: "\r\n\r\n \r\n\n\r\n\r\n<DOCTYPE html PUBLIC \"-//W3C//DTD XHTML 1.0 Strict//EN\"\
\ \"http://www.w3.0org/TR/xhtml1/DTD/xhtmli-strict.dtd\">
\r\n<html xmlns=\"http://www.w3.org/1999/xhtml\"\
\ xml:lang=\"en-gb\" lang=\"en-gb\" dir=\"1ltr\" >\r\n <head>\r\n <meta name=\"\
google-site-verification\" content=\"4JLcMivRZF81IR205q2uGCp0_WjYEQVZtiaQKdWglc4\"\
\ /> \r\n <meta http-equiv=\"imagetoolbar\" content=\"false\" />\r\n\
\ <meta name=\"author\" content=\"Ace Live Casino\" />\r\n <link rel=\"\
canonical\" href=\"http://www.acelivecasino.com/\" /> \r\n \

['.] "

code: 200
headers:
- = X-Cache
- [HIT from shield.visionaryigaming.com]
- = Age
— [’612’]
- - Expires
- [’Thu, 05 Jun 2014 06:14:05 GMT’]
- = Server
- [Apache]
- = Connection
- [close]

- - Pragma



Cyta

e 357 entries
censored

 DNS Blocking, 404



Cyta

- request:
body: null

headers:
- — User-Agent

- [’Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.7) Gecko/20091221

Firefox/3.5.7’]
method: GET
tor: {is_tor: false}

url: http://betspace.com/
response:

body: "\uFEFF<DOCTYPE HTML PUBLIC \"-//W3C//DTD HTML 4.0 Transitional//EN\">\r\
\n<+- saved from url=(0037)http://www.cyta.gr/misc/eeep_noaccess -->\r\n<DOCTYPE\
\ html PUBLIC \"-//W3C//DTD XHTML 1.0 Strict//EN\"
\"http://www.w3.org/TR/xhtml1/DTD/xhtmli-strict.dtd\"\
[..]
\ m)\r\n }) (window, document, ’script’, ’//www.google-analytics.com/analytics.js’,\
\ ’ga’);\r\n\r\n ga(’create’, 'UA-43814796-1’, ’cyta.gr’);\r\n \
\ ga(’send’, ’pageview’);\r\n </script>\r\n</body>\r\n</html>"
code: 200
headers:
- — Content-Length
- [’3429°]
- = Accept-Ranges
[bytes]
- = Server
- [Apache]
- = Last-Modified
- [’Mon, 09 Sep 2013 12:44:47 GMT’]
- = Connection
- [closel
--E’rag
- [*"40e99-d65-4e5f2c0d6edc0"’]
- = Date




Cyta: original response

- request:
body: null

headers:
- = User-Agent

- [’Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.7) Gecko/20091221

Firefox/3.5.7’]
method: GET
tor: {exit_ip: 81.89.96.89, exit_name: luxemburg, is_tor: true}

url: http://betspace.com/

response:
body: ’<DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>
<title>301 Moved Permanently</title>
</head><body>

<hi>Moved Permanently</hi>
<p>The document has moved <a href="http://www.betspace.com/">here</a>.</p>

<hr>
<address>Apache/2.4.7 (Ubuntu) Server at betspace.com Port 80</address>

</body></html>

b

code: 301
headers:
- = Content-Length

- [:309:]
- = Server
[Apache/2.4.7 (Ubuntu)]
Connection
[close]
Location
[’http://www.betspace.com/’]
Date
[’Tue, 03 Jun 2014 21:57:07 GMT’]



Cyta: 4047

- request:
body: null
headers:
- = User-Agent
- [’Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2) Gecko/20100115
Firefox/3.6’]
method: GET
tor: {is_tor: false}

url: http://betting.stanjames.com/Blog
response:

body: ’<DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>
<title>404 Not Found</title>

</head><body>

<hi1>Not Found</hi>
<p>The requested URL /Blog was not found on this server.</p>

</body></html>

b ]
code: 404
headers:
- = Date
= [?Tue, 03 Jun 2014 21:54:22 GMT’]
Content-Length
[°202°]
Content-Type
[text/html; charset=iso-8859-1]
Connection
[close]

Server
[Apache]



Cyta: 4047

- request:

L.

body: null
headers:
- = User-Agent

- [’Mozilla/5.0 (Windows; U; Windows NT 6.1; de; rv:1.9.2) Gecko/20100115 Firefox/3.6’]
method: GET
tor: {exit_ip: 81.89.96.89, exit_name: luxemburg, is_tor: true}

url: http://betting.stanjames.com/Blog

response:

.

body: "11e18\r\n<DOCTYPE html>\r\n<+-[if IEMobile 7]><html class=\"iem7\" lang=\"\
en\" dir=\"1ltr\"><f{endif]-->\r\n<+-[if 1lte IE 6]><html class=\"lt-ie9 lt-ie8\
\ 1t-ie7\" lang=\"en\" dir=\"ltr\"><{endif]-->\r\n<+-[if (IE 7)&(IEMobile)]><html\
\ class=\"1lt-ie9 1lt-ie8\" lang=\"en\" dir=\"1ltr\"><{endif]-->\r\n<+-[if IE\
\ 8]><html class=\"1lt-ie9\" lang=\"en\" dir=\"1ltr\"><{endif]-->\r\n<+-[if\
\ (gte IE 9)|(gt IEMobile 7)]><+-><html lang=\"en\" dir=\"1ltr\" prefix=\"\
fb: http://www.facebook.com/2008/fbml content: http://purl.org/rss/1.0/modules/content/\
\ dc: http://purl.org/dc/terms/ foaf: http://xmlns.com/foaf/0.1/ og: http://ogp.me/ns#\
\ rdfs: http://www.w3.0org/2000/01/rdf-schema# sioc: http://rdfs.org/sioc/ns#\
\ sioct: http://rdfs.org/sioc/types# skos: http://www.w3.org/2004/02/skos/core#\
\ xsd: http://www.w3.org/2001/XMLSchema#\"><+-<{endif]-->\r\n\r\n<head profile=\"\
http://www.w3.0rg/1999/xhtml/vocab\">\r\n <meta charset=\"utf-8\" />\n<meta\
\ property=\"og:site_name\" content=\"The StanJames.com Blog\" />\n<meta name=\"\
dcterms.format\" content=\"text/html\" />\n<meta property=\"og:title\" content=\"\
StanJames.com Betting Blog\" />\n<meta property=\"og:type\" content=\"article\"\
\ />\n<link rel=\"shortcut icon\"
href=\"http://betting.stanjames.com/sites/default/files/favicon.ico\"\

code: 200

headers:

= = X-Drupal-Cache

— rMarm™M



Wind

e 325 entries cens

Inpavossg conpipeon:

Me fdon e S5/8/24.7.2013 andgaon g Emypomic Enomueclag xar Exdyyon Mawywlwe (EEETN), 0 otdronog now emyapelte va emoxegfelte npoogépet
UIMPCOLLE YU CPwy NaLyiwe Kat 0ToLRpa twe Zupic aboia oe Ellaba.

Yard owdnna, n npdefacn otor wrdtono avtd bew clwar emrpenur, dowe kol o xdde 10TdTon0 Now negLiaufdretar oTow oyeTied Katdloyo g EEETL

. MEpLoooTEpts ALDTOREHLILE OFETLEG BC Ta NEPANGIMS KafiC Kol TOU DANON RATRAOYS Twy anaycpeuptywwe and e EEE.IM, worordnwe pnopeite va Bpeite ebu:
() O C | n Andhnnscamingeommissionsoxafindacohalald
) Me extiunon,

WIND Eh)acg



Wind

- request:
body: null
headers:
= = User-Agent
- [’Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.7) Gecko/20091221
Firefox/3.5.7’]
method: GET
tor: {is_tor: false}
url: http://cherryredcasino.com/
response:
body: "\uFEFF<DOCTYPE HTML PUBLIC \"-//W3C//DTD HTML 4.01 Tramsitiomal//EN\"\r\
\n\"http://www.w3.org/TR/html4/loose.dtd\">\r\n<html>\r\n<head>\r\n<title>.:\
[..]
<a href=’http://www.gamingcommission.gov.gr/index.php/el’\
\ target=’_new’>http://www.gamingcommission.gov.gr/index.php/el/</a></p>\r\n\
\t\t\t<p>\u039C\u03B5 \u03B5\u03BA\u03C4\u03AF\u03BC\u03B7\u03C3\u03B7,<br />\r\
\n\t\t\tWIND \u0395\u03BB\u03BB\u03AC\u03C2\r\n\t\t\t</p>\r\n\t</div>\r\n</body>\r\
\n</html>\r\n"
code: 200
headers:
- = Content-Length
- [’2395°]
= = Accept-Ranges
[bytes]
Server
[Tellas HTTP Server]
Last-Modified
[’Wed, 04 Sep 2013 06:55:41 GMT’]
Connection
[close]
ETag
[?"1c£689-95b-4b277540" ]
Date




Wina: original response

- request:
body: null
headers:
- = User-Agent
- [’Mozilla/5.0 (iPhone; U; CPU iPhone 0S 3 1 2 like Mac 0S X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Mobile/7D11’]
method: GET
tor: {exit_ip: 95.211.191.40, exit_name: BeSeeingYou, is_tor: true}
url: http://cherryredcasino.com/
response:
body: 7’
code: 301
headers:
- — Content-Length
- [ '0? ]
- = X-Powered-By
- [PHP/5.3.10-1ubuntu3.7]
- = Vary
[Accept-Encoding]
- = Server
[nginx]
Connection
[close]
Location
[’http://www.cherryredcasino.com/’]
- = Date
[’Wed, 04 Jun 2014 14:19:34 GMT’]
- = Content-Type
[text/html; charset=UTF-8]
- = X-Pingback
[’http://www.cherryredcasino.com/xmlrpc.php’]



n
W” Id' 404‘
N N

headers:

- - User-Agent

- [’Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2) Gecko/20100115
Firefox/3.6’]

method: GET

tor: {is_tor: false}

url: http://www.kingsolomons.com/greek/
response:

body: ’<DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>
<title>404 Not Found</title>
</head><body>

<h1>Not Found</h1>
<p>The requested URL /greek/ was not found on this server.</p>
<p>Additionally, a 404 Not Found

error was encountered while trying to use an ErrorDocument to handle the request.</p>
</body></html>

)
code: 404
headers:
- = Date
- [’Wed, 04 Jun 2014 19:40:26 GMT’]
- = Content-Length
- [:323:]
Content-Type
[text/html; charset=iso-8859-1]
Connection
[close]

Server
[Tellas HTTP Server)]



Wind: 4047

headers:
- = User-Agent
- [’Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.1.7) Gecko/20091221

Firefox/3.5.7’]
method: GET
tor: {exit_ip: 77.247.181.163, exit_name: amartysen, is_tor: true}
url: http://www.kingsolomons.com/greek/
response:
body: ’<head><title>Document Moved</title></head>

<body><h1>0bject Moved</h1>This document may be found
<a HREF="http://www.kingsolomons.com/el/">here</a></body>’

code: 301
headers:
- = Content-Length

- [:154;]
- = X-Powered-By
[ASP.NET]
Server
[Microsoft-II1S/7.5]
Connection
[close]
X-UA-Compatible
[requiresActiveX=true]

- = Date

- [’Wed, 04 Jun 2014 19:40:07 GMT’]
- = Content-Type

- [text/html; charset=UTF-8]
- = Location

- [’http://www.kingsolomons.com/el/’]



Vodatone: DPI

S
HTTP/1.1 302 Moved Temporarily

Date: Sun, 31 Aug 2014 12:38:01 GMT

Server: Microsoft-11S/6.0

X-Powered-By: ASP.NET

X-AspNet-Version: 4.0.30319

Location: http://www.vegaspartnerlounge.com/generic/informer.asp?
Subgid=987228&Country=Greece&btag=rivernilecasino.net&btag2=16&btag3=&btag4=&btag5s=
Set-Cookie: RiverNileCasino=btag=rivernilecasino.net&btag2=16&btag3=&btagd=&btag5=;
domain=rivernilecasino.net; expires=Mon, 01-Sep-2014 12:38:00 GMT; path=/; HttpOnly
Cache-Control: private

Content-Type: text/html; charset=utf-8

Content-Length: 279

Connection: keep-alive



Vodatone: DPI

S
HTTP/1.1 302 Moved Temporarily

Date: Sun, 31 Aug 2014 12:38:28 GMT

Server: Microsoft-11S/6.0

X-Powered-By: ASP.NET

X-AspNet-Version: 4.0.30319

Location: http://www.vegaspartnerlounge.com/generic/informer.asp?
Subgid=785274&Country=Greece&btag=www.rivernilecasino.net&btag2=16&btag3=&btagd=&bt
ags=

Set-Cookie: RiverNileCasino=btag=www.rivernilecasino.net&btag2=16&btag3=&btag4=&btag5=;
domain=rivernilecasino.net; expires=Mon, 01-Sep-2014 12:38:28 GMT; path=/; HttpOnly
Cache-Control: private

Content-Type: text/html; charset=utf-8

Content-Length: 283

Connection: keep-alive



Vodatone: DPI

S
HTTP/1.1 301 Moved Permanently

Server:

Date: Sun, 31 Aug 2014 12:39:01 GMT
Content-Length: 0

Location:

Connection: keep-alive



Come hack with us!

e Tomorrow night 23:59 at NoisySquare OONI hackfest!

* There will be plenty of grappa and good vibes!

e JoIn us!
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https://github.com/TheTorProject/ooni-probe
https://github.com/TheTorProject/ooni-backend
https://github.com/TheTorProject/ooni-pipeline
https://github.com/TheTorProject/ooni-spec
https://github.com/TheTorProject/ooni-sysadmin
https://github.com/TheTorProject/libight

L earn more!

https://ooni.torproject.org/

http://reports.ooni.nu/

Run ooniprobe today!

curl https://ooni.torproject.org/install.sh [ bash
# To run it now
oonideckgen

#oonli Irc.oftc.net



https://ooni.torproject.org/
http://reports.ooni.nu/
https://ooni.torproject.org/install.sh
http://irc.oftc.net

