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'Take care, Neo: The Fridge has you': 

A technology-aware legal review of consumer usability issues in the Internet of Things 

 

by Miryam Bianco 

 

 

Abstract 

 

Consumer goods are increasingly becoming components of the Internet of Things (IoT) infrastructure, 

as they are equipped with computing capacities and Internet connections. Through the examination 

of seven IoT consumer products currently marketed (e.g., Nest Learning Thermostat, Apple Watch), 

this paper investigates the main usability issues associated with them, as well as the potential legal 

implications of these issues, such as, for example, lack of product conformity, unfairness of contract 

terms, and abuse of dominant position. We show that the digital features of these products enable a 

much more heterogeneous technical and contractual configuration than their analog equivalents. 

Moreover, we consider the implications of the ubiquitous nature of IoT goods, that can be remotely 

monitored and controlled by their suppliers. Also, we discuss to what extent the use of IoT goods is 

dependent from other services, since software and/or data may be located outside the device, e.g., in 

the cloud. On the one hand, IoT goods might represent a tangible improvement of user experience. 

On the other hand, businesses might exploit IoT-specific features to increase consumer lock-in, and 

more generally reduce consumer ability to use and dispose of the products purchased. We suggest 

that a consumer-friendly approach to IoT could represent a competitive advantage, and should 

encompass, at least, the following aspects: ensuring full transparency of the terms of purchase and 

use; compensating for the lack of actual full ownership of the good; opting for open hardware and 

software, at least when necessary in order to ensure long-term provision of the service; considering 

consumers from a broader perspective, i.e. as citizens. 

 

1. Introduction 

 

Internet of Things (IoT) technologies are increasingly applied to consumer goods (LeHong H and 

Velosa A, 2014). Fridges, thermostats, watches, or cars equipped with connectivity and computing 

capacities (Porter ME and Heppelmann JE, 2014) provide consumers with wider functionalities than 

their analog equivalents. At the same time, the IoT can make customers more dependent on the 

technology provider for using, transferring and otherwise disposing of the good (Boone MS, 2008). 

The latter aspect is primarily reflected in several emerging business models. For instance, consumers 

can be asked to pay only for some of the potential uses of the good (Porter ME and Heppelmann JE, 

2014, p. 10) or for the outcome they want to see achieved through it (Woods D, 2015), as opposed to 

direct purchase of the good. Consumers themselves seem to increasingly prefer access instead of 

ownership, as it is suggested by the popularity of product-sharing business models (Rifkin J, 2014, 

pp. 225-254). In this vein, IoT could hence be considered as a source of greater market efficiency 

(Boone MS, 2008, p. 64). 

However, even in those cases in which a consumer pays to purchase an IoT good, technical and 

contractual restrictions may limit her power to use and dispose of it (Mulligan CM, 2014). For 

example: the good may require to be combined with the service of a specific provider, in order to 

work; the functionalities of a given exemplar may be unilaterally modified by the supplier after 

purchase; consumer ability to use the acquired product may suddenly be discontinued (because of, 

e.g., provider's power of remote control over the product); the resale of the purchased good might be 

prevented; consumer access to – and use of – the data collected by the good might be constrained. 

Since a consumer can very well enjoy the good without significant interference despite such potential 

restrictions (the necessary service continues to be provided over time; product functionalities are 

modified only in favour of the consumer; etc.), this trend could go unnoticed (Bygrave LA, 2012, p. 

192). However, awareness could raise as soon technology providers decide to enforce restrictions, as 
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in the case of Amazon remotely deleting (without breaching any contract with consumers) Orwell's 

books from customers' devices in 2009 (Stone B, 2009), indirectly showing that consumers had not 

actually purchased these books in the traditional sense. Usability of IoT products could then become 

a major consumer concern, as privacy and safety already are. 

 

This paper analyses the usability challenges potentially affecting IoT consumer goods. It is organised 

as follows. Section 2 reviews literature contributions. Section 3 briefly indicates where our analysis 

stands within the broad landscape of multidisciplinary research on IoT. Section 4 describes 

methodology and tools used to carry out the research. Sections 5 depicts the peculiarities of IoT 

consumer goods which entail dependency on the technology providers, and the legal consequences 

of such dependency. Section 6 displays a series of case studies on IoT consumer goods actually 

marketed, with a technical and contractual analysis of their usability. Section 7 concludes proposing 

recommendations for a consumer-friendly approach to IoT, suggesting it could entail a significant 

competitive advantage for businesses interested in pursuing it (cf. Kounelis I et al., 2014, p. 75). 

 

2. Related Works 

 

Boone (2008) illustrates how ubiquitous computing (another expression to indicate the IoT 

phenomenon) is displacing property rights as a privately ordered system, and the similarity of such a 

situation with the one affecting virtual world objects. 

Mulligan (2014) highlights how property of software-embedded goods – as IoT goods are – can be 

subject to usage restrictions, hence increasing excessively the information costs related to the use and 

transfer of such goods; moreover, she points out the disadvantages brought by the technological 

measures (especially Digital Rights Management – DRM – and remote surveillance) employed by 

manufacturers in order to prevent owners from making specific uses of the purchased IoT goods. 

Zittrain (2006) underlines how today computer architecture is refashioned in a way that transforms 

potentially general-purpose devices into information appliances, i.e. in devices which can be used 

only according to what is established by their builders (e.g., specific uses may be locked down; 

changes to the devices can be effected by providers – technically without limits – even after their 

commercialisation; and devices can be operated as services, rather than products), in this way 

obstructing innovation; the author makes some design and policy suggestions to temper such a trend, 

or, at least, to protect consumers in this new reality. 

Helberger et al. (2013a) investigate the actual ability of European consumer law to protect consumers 

against the issues raised by digitisation; the focus is on the market of digital content (a product which 

not merely shows many similarities with IoT goods, but which even is – specifically for what concerns 

software – one of their main components). 

Cunningham and Reed (2013a and 2013b) too examine European consumer law, this time to 

understand its applicability to cloud computing (another technology frequently employed in IoT 

consumer goods) and the resulting level of protection of consumers in the market of cloud services.  

Porter and Heppelmann (2014) describe how the nature of products is currently transformed by 

Information and Communication Technologies (ICTs), and how consequently new business models 

alternative to product ownership are enabled. 

Rifkin (2014) highlights the disruptive role of the IoT in modelling the economy of the future: 

particularly interesting in the current framework is his overview of how people are today transforming 

their relationship to ownership, and of how consequently business models – and, more generally, the 

capitalist system – are affected. 

 

3. Scope: Usability Issues of IoT Consumer Goods 

 

The present paper deals with IoT consumer goods. 

The expression 'Internet of Things' revolves around 'the integration of the physical world with the 

virtual world of the Internet' (Haller S, 2010, p. 1): if one examines the definitions given by different 
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distinguished actors (ITU-T, 2012, p. 1; ISO/IEC JTG 1, 2015, p. 3; European Parliament, 2010, 

Recital E) and authors (LeHong H and Velosa A, 2014; Rifkin J, 2014), this leitmotiv is clearly 

noticeable. Hence, if the general spread of ICTs has made the immaterial dimension of our existence 

as essential as the material one (Quintarelli S, 2014, p. 2), since it has evolved in the IoT it has even 

complicated the differentiation between the two dimensions. 

Mediated by interconnected computing ability, the physical world starts to embody features which in 

the past were associated only with digital, intangible environments and products (Boone MS, 2008): 

for example, remote interaction with assets, already possible in virtual worlds, is now feasible with 

regard to material possessions too. And consumer goods are not spared. Indeed, consumer-centred 

enterprises are among the main sectors which are harnessing the popularity of the IoT (LeHong H 

and Velosa A, 2014): more and more it is possible to find on the market consumer goods traditionally 

commercialised as analogue (thermostats, glasses, TVs, etc.), which are now IoT-enabled, as they are 

equipped with connectivity, embedded processing, sensors, and actuators; and smart connected 

consumer goods lacking a specific analog equivalent (e.g., tracking wristbands or car adapters), as 

they have been conceived from the start as objectifications of the IoT. 

The aim of the present paper is to analyse, under a technology-aware legal perspective, the usability 

issues that such products raise. 

It is true that the IoT offers new appealing opportunities: to gather information in an automatic way, 

therefore understanding the world without being constrained by the limits of human-entered data, and 

of human beings themselves (Ashton K, 2009, p. 1); to remotely and/or automatically manage 

environments (Haller S, 2010, p. 1; LeHong H and Velosa A, 2014); to provide advanced services 

(ITU-T, 2012, p. 2). 

Nevertheless, the IoT is susceptible to create challenges and risks for individuals, under different 

angles. Their privacy (Art. 29 Working Party, 2014), their informational security and material safety 

(Art. 29 Working Party, 2014; Bright P, 2014; Veracode, 2015), their personality in its various aspects 

(e.g., identity, autonomy, competence (Van Der Hoven J, 2012; Frischmann BM, 2014; Kounelis I et 

al., 2014) may all be affected. And so may the usability – i.e., the de iure and de facto ability to use 

and dispose – of personal assets. 

Each issue can be examined under different perspectives: e.g., engineering-oriented, policy-oriented, 

legal, ethical, sociological. For our research, we adopted a legal approach because of the clear 

implications for ownership of the usability impairment, and because such impairment is in good part 

produced by the contractual practices employed in the sector. However, given that at the very own 

source of the issue there are the technical peculiarities of IoT consumer goods, this latter aspect was 

not neglected. 

We circumscribed the analysis to the European legal context. Given the nature of the question, 

particular attention was paid to property, contract, and consumer laws, but we also hinted at copyright, 

unfair competition, and data protection laws. 

 

4. Methodology 

 

This research has been developed through the following subsequent steps: literature review, 

identification of research questions, selection and evaluation of case studies (IoT commercial 

applications), review of the relevant European legislation, elaboration of the results. All along the 

research, materials have been structured in a semantic wiki. 

We firstly selected and reviewed academic literature covering ownership and consumer 

empowerment in IoT, published in refereed journals mainly from 2008 on. We used and combined a 

broad range of keywords, such as IoT, ubiquitous computing, smart, digital, consumer protection, 

European consumer law, ownership, licensing, contract, property rights, digital property, use, transfer, 

sale, control, cloud, digital content, data portability, interoperability, open source, transparency, 

business model, servitisation, DRM. 

Considering the fast pace at which new IoT solutions are developed and marketed, we also decided 

to take into account grey literature such as news, corporate communication, and online contributions 
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in general, so to gather insights on both new commercial developments, and consumer reactions. 

Based on the above materials, we identified some major usability issues to be further examined. At 

the same time, we analysed the European legal norms that we deemed relevant for the topic, also 

considering contributions exploring usability problems with regard to other categories of products 

(e.g., digital content, cloud services) resulting from the development of ICTs. Obviously, there is no 

such a thing as an 'IoT legislation' tout court. Instead, we explored several legal fields that are at least 

potentially relevant, including consumer protection, and contract law, but also covering copyright, 

competition, and data protection. 

We then selected seven IoT consumer goods actually marketed (some of which particularly 

widespread): Apple Watch, Automatic, FiLIP, Fitbit, Google Glass, LG Smart TV, and Nest Learning 

Thermostat. Please note that Google Glass, unlikely the others, was a beta version. 

We systematically examined the most recent information on their contractual and technical 

characteristics publicly available to date (June and July 2015), complementing the information by 

directly contacting their customer services when some aspects were unclear. We referred to the UK 

version of contractual terms and conditions for what concerns Apple Watch, Lg Smart TV, and Nest 

Learning Thermostat; to the US version for what concerns Automatic, Fitbit, FiLIP, and Google Glass. 

The aim of the analysis was in fact to generally identify the most relevant aspects of business conduct 

currently affecting consumer enjoyability of IoT goods. Moreover, US firms often tend to translate 

their contractual terms verbatim when they commercialise their products abroad: hence – given that 

IoT consumer goods largely come from the United States – we can easily imagine the US contractual 

habits may soon widespread in the European Union too. 

Each case study was carried out by answering a series of questions (see Tables I and II) elaborated on 

the basis of the usability issues predominantly reported in the literature examined. 

 

TABLE I – Case study analysis: questions 

 

Goal ID Question Scale 

Contractual 

Characteristics 

CC01 Is the consumer allowed to modify the software and/or 

hardware without retaliation? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC02 Does the provider reserve the right to modify/delete her own 

content? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC03 Does the provider reserve the right to modify/delete consumer 

content? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC04 Is the title on software transferred to the consumer? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC05 Is the title on hardware transferred to the consumer? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC06 Is the consumer forbidden from reselling the device? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC07 Is the consumer forbidden from transferring her account? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC08 Is there an express prohibition to use the device in 

combination with a third party service? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC09 Are there express (even whether only potential) final terms to 

consumer's enjoyment of the device? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 
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 CC10 Are there express (even whether only potential) final terms to 

consumer's enjoyment of the service? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC11 Are there express terms and conditions allowing the consumer 

to access her data? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC12 Are there express terms and conditions allowing the consumer 

to delete her data? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC13 Are there express terms and conditions allowing the consumer 

to export (with proprietary format) her data? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC14 Are there express terms and conditions allowing the consumer 

to export (with open format) her data? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC15 Does the provider reserve the right to unilaterally modify 

terms and conditions? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 CC16 Does the provider reserve the right to unilaterally modify the 

software? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

Technical 

Characteristics 

TC01 Which is the time-frame of the provider's role? 
Valid answers (single choice): Momentary; Recurring; Continuing; Not 

available; Not processed 

Nominal 

 TC02 Is the branded Hardware necessary for product usability? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 TC03 Is the branded Software necessary for product usability? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 TC04 Is the branded Service necessary for product usability? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 TC05 Do the device's administration rights belong to the product 

provider? 
Valid answers (single choice): Yes; No; Not available; Not processed 

Nominal 

 TC06 Which possibilities does the consumer have to dispose of the 

data collected by her device? 
Valid answers (multiple choice): Access; Deletion; Export; 

Interoperability; Not available; Not processed 

Nominal 

 

TABLE II – Case study analysis: results 

 

Questions 

(ID) 

Answers       

 Apple 

Watch 

(http://iot.

nexacenter.

org/view/A

pple_Watc

h) 

Automatic 

(http://iot.

nexacenter.

org/view/A

utomatic) 

FiLIP 

(http://iot.

nexacenter.

org/view/F

ilip) 

Fitbit 

(http://iot.

nexacente

r.org/view/

Fitbit) 

Google 

Glass 

(http://iot.

nexacente

r.org/view

/Google_

Glass) 

LG Smart 

TV 

(http://iot.n

exacenter.or

g/view/LG_

Smart_TV) 

Nest 

Learning 

Thermostat 

(http://iot.n

exacenter.o

rg/view/Nes

t) 

http://iot.nexacenter.org/view/Apple_Watch
http://iot.nexacenter.org/view/Apple_Watch
http://iot.nexacenter.org/view/Apple_Watch
http://iot.nexacenter.org/view/Apple_Watch
http://iot.nexacenter.org/view/Apple_Watch
http://iot.nexacenter.org/view/Automatic
http://iot.nexacenter.org/view/Automatic
http://iot.nexacenter.org/view/Automatic
http://iot.nexacenter.org/view/Automatic
http://iot.nexacenter.org/view/Filip
http://iot.nexacenter.org/view/Filip
http://iot.nexacenter.org/view/Filip
http://iot.nexacenter.org/view/Filip
http://iot.nexacenter.org/view/Fitbit
http://iot.nexacenter.org/view/Fitbit
http://iot.nexacenter.org/view/Fitbit
http://iot.nexacenter.org/view/Fitbit
http://iot.nexacenter.org/view/Google_Glass
http://iot.nexacenter.org/view/Google_Glass
http://iot.nexacenter.org/view/Google_Glass
http://iot.nexacenter.org/view/Google_Glass
http://iot.nexacenter.org/view/Google_Glass
http://iot.nexacenter.org/view/LG_Smart_TV
http://iot.nexacenter.org/view/LG_Smart_TV
http://iot.nexacenter.org/view/LG_Smart_TV
http://iot.nexacenter.org/view/LG_Smart_TV
http://iot.nexacenter.org/view/Nest
http://iot.nexacenter.org/view/Nest
http://iot.nexacenter.org/view/Nest
http://iot.nexacenter.org/view/Nest
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CC01 No No No No No No No 

CC02 Not proc. Yes Not proc. Yes Yes Not proc. Yes 

CC03 Not proc. Yes Not proc. Yes Yes Not proc. Yes 

CC04 No No Not av. No Not av. No No 

CC05 Yes Not av. Not av. Yes Yes Yes Yes 

CC06 No No Not av. Yes Yes No Not av. 

CC07 Not proc. Yes No Yes Yes No Yes 

CC08 No No Yes No Yes No No 

CC09 Yes Yes Yes Yes Yes Yes Yes 

CC10 Yes Yes Yes Yes Yes Yes Yes 

CC11 Not av. Yes No Yes Yes No No 

CC12 Not av. Yes No No Yes No Yes 

CC13 Not av. Yes Not av. Yes Yes No No 

CC14 Not av. Yes Not av. Yes Not av. No No 

CC15 Yes Yes Yes Yes Yes Yes Yes 

CC16 No Yes Yes Yes Yes No Yes 

TC01 Not proc. Continuing Continuing Continuing Recurring Continuing Continuing 

TC02 Yes Yes Yes No No Yes Yes 

TC03 Yes Yes Yes Not proc. Not proc. Yes Yes 

TC04 Not 

processed 

Yes Yes Yes Yes No No 

TC05 Not av. Not proc. Not av. Not proc. Not av. Not av. Not proc. 

TC06 Deletion Access, 

Export, 

Interop. 

Not av. Access, 

Export, 

Interop. 

Access, 

Deletion, 

Export 

Not av. Deletion 

 

 

Finally, the bodies of law considered were examined with regard to the usability problems concretely 

detected through the above-mentioned analysis, in order to understand whether and how the European 

legislation in force may contribute to balance prerogatives between technology provider and 

consumer. 

A semantic wiki has been employed as a hub for our research materials. In so doing, all information 

gathered has been categorised according to an ontology we designed for that purpose. Case studies 

have been included in the wiki as well, using a predetermined structure. Several advantages in using 

such a tool can be acknowledged. Firstly, the wiki facilitates information browsing, and semantic 

extraction. Secondly, its structure enables future enrichments, e.g., further case studies based on the 

same structure, or further documents to be processed and included in the knowledge base. Thirdly, 

and relatedly, the structure of the wiki makes the case studies highly comparable with each other, 

making relevant information emerge. 

 

5. Relevant Legal Dimensions 

 

5.1. Peculiarities of IoT consumer goods 

 



11 

There are three main aspects in which IoT consumer goods diverge from their analog equivalents: the 

lack of a pre-defined set of intrinsic features; the provider's ability of remote monitoring and control; 

and the shift of product attributes from the good stage to the service stage. 

Table III contains an overview of some of the most salient implications of this discrepancy. 

 

TABLE III – Analog versus IoT Consumer Goods 

 

 ANALOG 

CONSUMER GOODS 

IoT 

CONSUMER GOODS 

Provider's opportunity to 

employ technical measures to 

circumscribe product usability 

Absent, or rudimentary Present, manifold, and dynamic 

Enforcement of the contractual 

obligations imposed to the 

customer, or retaliation in case 

of violation 

Intervention of a court needed Directly enforceable by the 

provider 

Provider's opportunity to 

remotely survey customer's 

usage of the product 

Absent Present 

Applicability of the contractual 

limitations of use to second-

hand purchasers too 

Not possible Possible 

Provider's opportunity to 

unilaterally change product 

attributes after it is put into 

circulation 

Absent Present 

Provider's opportunity to 

customise and diversify product 

offer 

Limited Advanced 

Customer need for service 

provision in order to use the 

purchased product 

Limited to maintenance and 

support services, and contingent 

Daily required for product usage in 

the strict sense 

Provider's opportunity to 

provide services directly 

through the product, and/or 

remotely to the product 

Absent Present 

Customer lock-in Possible, but rarer Easier, and more frequent 

 

5.1.1. Lack of a pre-defined set of intrinsic features 

 

Analog goods maybe allow per se more limited uses than their smart or virtual counterparts (Porter 

ME and Heppelmann JE, 2014, p. 4), but are undoubtedly less affectable by extrinsic constraints. On 

the contrary, the technical and contractual configurations of IoT goods belonging to the same category 

can be so heterogeneous, that it is almost impossible to establish objective benchmarks regarding the 

functionality and usability the customer can reasonably expect from them (Helberger N, 2011). If this 

peculiarity, on the one hand, makes IoT goods highly customisable, on the other it produces a risk for 

consumers: the purchase of products which fail to satisfy one's own expectations (Van Hoboken J and 

Helberger N, 2008, pp. 494-495). 
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Under a technical perspective, tools like, e.g., technical protection measures (TPMs), DRM (Higgins 

P, 2013), and use of heterogeneous standards (ISO/IEC JTC 1, 2014), can be employed to constrain 

functionality and interoperability. Actually, these artificial restrictions of usability could characterise 

digital hardware and content even before the IoT advent. However, until a few years ago, the number 

and type of personal assets equipped with a digital component were very limited (Mulligan CM, 2014, 

pp. 5, 26-27): almost exclusively the personal computer fulfilled this characteristic, and, in any case, 

its being general-purpose was so esteemed that actually it was not subject to many restrictions 

(Zittrain JL, 2006). As a consequence, consumers were not accustomed to see the usability of their 

own possessions constrained: this is demonstrated by the disputes emerged when the spread of a 

digital market for books, music, and other copyrighted content jeopardised some uses (e.g., the 

listening to a music track on devices belonging to different brands)  which used to be taken for granted 

when dealing with their analog equivalents (for the negative effects of DRM on users of digital 

content, cf., e.g., Scharf N, 2010). With the IoT, the situation can only get worse, as material assets 

of any kind will be equipped with embedded computing capabilities and/or other digital modules 

(Higgins P, 2013; Porter ME and Heppelmann JE, 2014, p. 5). Furthermore, because of the 

opportunity of remote product management, the above-mentioned lack of objective benchmarks 

becomes dynamic: i.e., the heterogeneity can be noticed not only observing different goods belonging 

to the same category, but also observing the same good in different moments of its life cycle. Again, 

this is not an exclusive peculiarity of the IoT world, as it can be already found, e.g., in those older 

digital products (e.g., video game consoles) which could be subject to remote updates; however, the 

reach of the phenomenon is destined to grow exponentially with the IoT. 

Under a contractual perspective too, it is easier to circumscribe and differentiate the uses purchasers 

are allowed to perform. Both technical constraints and the ability of remote monitoring and control 

facilitate the enforcement of contractual restrictions, either preventing non-allowed behaviour, or 

enabling supplier's direct retaliation in case of violation (think about the connected cars which 

automatically stop running if car payments are late (Mulligan CM, 2014, p. 45)). Remote monitoring 

reduces the costs the provider should bear in order to ascertain a breach of contract (e.g., the Xbox 

360 Kinect is equipped with a camera which monitors if more people than the number for which the 

film has been licensed are present in the room during the showing (Mulligan CM, 2014, pp. 44-45)). 

As a consequence, contractual interference with usability is more stimulated in an IoT world, and its 

stretch even exceeds the corresponding TPMs especially implemented (cf. Boone MS, 2008, p. 55-

56, 59). It should further be noted that, given the numerus clausus principle of property rights, and 

the privity of contract principle of contract law, contractual usage restrictions would not apply to 

second-hand purchasers – and thus would not be considered as affecting the features of the good –, if 

the objects concerned were completely analog. On the contrary – given that IoT personal assets run 

software –, use and transfer restrictions established by contract might extend also outside the 

relationship with the first purchaser, also because copyright law establishes a series of exclusive rights 

to the benefit of the author of the software. Even, some contractual restrictions that would have not 

been lawful tout court in an analog context might find a legitimisation. E.g., in some legal systems, 

it is unlawful – or lawful under some conditions only – to contractually forbid the owner of an asset 

to transfer her property to a third party; but what happens if the asset embeds a software which still 

belongs to the supplier of the overall product? Also, given that frequently the conclusion of a service 

agreement with the provider is necessary in order to use the good, subsequent purchasers end up by 

becoming contractually bound to the original supplier, who may exploit this opportunity to impose 

further limitations of use. Finally, pretty much like technical features, contract terms addressing both 

software and service may change over time, unlike the sales terms strictly concerning the good. 

 

5.1.2. Provider's ability of remote monitoring and control 

 

Consumers are able to remotely monitor and control IoT products and/or their surrounding 

environment. This is allowed by a combination of connectivity, computing capacity, sensors, and 

actuators (Fell M and Melin H, 2014, pp. 36-45). Suppliers in turn can take advantage of these same 
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features to monitor and control product usage (Boone MS, 2008). Analog goods do not offer such an 

opportunity. Non-connected digital products are in between: technical measures allow a sort of 

provider's 'remote' management of the item – as specific uses can be prevented –, but this management 

has to happen once for all before the product is put on the market. 

Provider's power of remote surveillance and de facto control transforms products in platforms, as they 

can be modified after they are put into circulation (Barlow M, 2014). On the one hand, such a situation 

could benefit consumers: remote interventions of providers (such as upgrades, updates, and fixings) 

may increase the value of the IoT products purchased. On the other hand, these over-time 

modifications might rather transform the product in a way that makes it unable to satisfy the needs 

which moved the customer to the purchase (Zittrain JL, 2006, pp. 2019-2020, 2039). Such a decrease 

of value might depend either on an objective contraction of product functionality, or on a modification 

of its attributes which fails to satisfy the expectations of a specific consumer. Some argue that the 

possibility to remotely enhance and upgrade IoT products could lead to serious repercussions, as 

products become able to abruptly acquire disruptive capabilities (Internet of Things Expert Group, 

2012, p. 1). 

Moreover, providers can ascertain breaches of contract and consequently retaliate on customers 

without turning to a court (Boone MS, 2008, p. 63). The potential harms to consumers (as both the 

lawfulness of the restrictive contractual clauses and the ascertainment of customer's violation are less 

and less often subjected to judge's control) are enhanced by the lack of objective benchmarks 

(Helberger N, 2011), the rise of contractual limitations of transfer and use (Mulligan CM, 2014, pp. 

5-6), and the information overload (and ambiguity) which characterise the market of IoT consumer 

goods (Helberger N et al., 2013a, pp. 66-72, 74-75). As a consequence, consumers frequently risk to 

be punished for having inadvertently carried out a forbidden conduct, as it has already been happening 

with regard to copyright protected digital content (the 2012 case of the Norwegian Kindle user – 

whose paid-for e-books were abruptly deleted because of a pretended violation of Amazon policy 

(King M, 2012) – is paradigmatic) and virtual worlds (cf. Boone MS, 2008). Actually, remote control 

and DRM could even directly prevent forbidden behaviour, and therefore breaches of contract: such 

a tool might hence reduce information costs for consumers. But again one may question about the 

lawfulness of such material hindrances. Moreover, both common and civil law justify a violation of 

law in case of necessity, and anyway sometimes a contract breach could provide more benefits than 

damages; not to mention the intrusion in the individual's space caused by the surveillance and the 

reduction of personal autonomy (Mulligan CM, 2014, pp- 39-51). 

 

5.1.3. Shift of product attributes from the good stage to the service stage 

 

We use this expression in two meanings. First, to mean that the IoT enables businesses to transform 

functionalities in services (e.g., remote instead of embedded data storage and processing (Porter ME 

and Heppelmann JE, 2014, p.6)). Second, to indicate that the IoT allows businesses to perform 

additional services directly and solely through the good, so that the new opportunities provided by 

IoT products almost seem attributes of the good itself, when actually they are services (e.g., it is 

difficult to distinguish the remote – and often automatic – restoration and upgrading services which 

interest the IoT consumer good from the good itself). A combination of the the two is also possible. 

This peculiarity is enabled by connectivity, and by the widespread recourse to cloud computing. Even 

the definition of the IoT usually makes reference to the combination between objects and services 

(ISO/IEC JTC 1, 2014, p. 3), and to the provision of the latter through the former (ITU-T, 2012, p. 

2): in an IoT world, the material component becomes inseparable from the service system. 

Such a characteristic enables businesses to implement business models alternative to sale. Instead of 

transferring ownership the customer, the good may simply be made available to him as a token for 

receiving the service, and it is the service that the customer pays for (Baines TS et al., 2007, pp. 1546-

1547). However, when the traditional transactional scheme of sale is maintained, several issues 

emerge, as provider's on-going intermediation is needed in order for the consumer to use the IoT 

product purchased. 
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The first issue concerns the opposition between the perpetual nature of ownership and the necessarily 

non-endless nature of the service obligation assumed by the provider, as nobody can be bound 

endlessly (for example, a right to terminate open-ended contracts always subsists). 

It may be objected that even products other than IoT might require downstream services (e.g., 

maintenance) in order for their functionalities to be preserved. This situation does not produce 

relevant usability issues when consumers can find alternatives in the market if the original provider 

ceases its service. The situation is different when a given product (primary product) can fit only a 

certain brand of secondary products (i.e., of goods or services needed in order to use the primary one). 

Such a business conduct makes the provider of the primary product a monopolist with regard to the 

secondary ones (Bell R and Kramer J, 2015). Such a monopoly frequently marks the services 

instrumental to enjoyability of IoT consumer goods, because provider's ability to configure the IoT 

goods she supplies in innumerable ways enables her to easily implement situations of tying: i.e., to 

require her own customers – on a technical and/or contractual basis – to imperatively turn to him also 

for the provision of the service component (Art. 29 Working Party, 2014, pp. 19-20). Hence, a second 

issue concerns the difficulty of finding suppliers alternative to the original one for the provision of 

those services necessary for the IoT good fruition. 

Finally, when the transaction involving an IoT good takes the form of a sale, should the provider be 

considered bound by an obligation of providing the service, even if for a limited amount of time? On 

the one hand, one may assert that the consumer paid once and for all for the good, and that the provider 

is thus performing the service for free. Thus, unless the provider voluntarily assumes a service 

obligation, the customer cannot claim anything. On the other hand, however, advertising usually 

describes the product without making such a distinction: as a consequence, when the customer pays, 

she is persuaded of purchasing the overall functioning product, not of merely acquiring ownership 

over a good which could become 'dumb' or even completely useless overnight. Moreover, if suppliers 

can charge that price on the IoT products they commercialise, this is because of the functionalities 

the latter possesses, most of which are enabled by the correlated services. 

 

5.2. The Consequent Impairment of Ownership 

 

'Ownership' is the right to use and dispose of one's own assets fully and exclusively. It is an absolute 

right. Thus, the exercise of the mentioned faculties of use and transfer should not depend on a third 

party (Noto La Diega G, 2014, p. 627). However, when the asset involved is identifiable as an IoT 

good, it is possible to notice the owner's dependence on the provider for the enjoyment of her own 

personal property (Evans J, 2014). We shift from the traditional publicly ordered system of property 

rights to a private ordering system based on contract and technology (Boone MS, 2008, p. 29). 

Clearly, contract and technology may impact on property rights even outside the IoT field, and this is 

not necessarily perceived as unlawful. Except for specific prohibitions set by the legislator (e.g., for 

what concerns the right of transfer: Directive 2009/24/EC, art. 4(2); Italian codice civile, art. 1379), 

individuals are generally enabled to derogate by contract to the faculties by default accompanying 

ownership; and the technical impossibility, for an owner, to make a specific use of one of her assets 

does not necessarily represent an impairment of her property rights: such a consideration can be 

inferred, e.g., from Directive 1999/44/EC, art. 2, where it is implicitly stated that a consumer has not 

the right to expect to be able to make any kind of use of the good she buys, but only those uses which 

satisfy some conditions; and that anyway any good is perfectly subjectable to a transfer of ownership 

– despite the lack of one or more functionalities the buyer would have been entitled to expect – if the 

latter is aware of such a lack at the moment of the purchase. However, the peculiarities of IoT 

consumer goods cause unprecedented opportunities of contractual and technical ordering (e.g., the 

traditionally static object of property rights (Parry G., Newnes L and Huang X, 2011, p. 20) now 

becomes dynamic), and furthermore they have led the phenomenon to assume a quasi-systematic 

proportion. E.g., given that original provider's intermediation is usually needed in order to use an IoT 

asset, the provider has the opportunity to impose by contract limitations of use and transfer that will 

practically apply erga omnes, in this way overcoming the limits of the freedom of contract principle. 
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Whether the various implementations of such new opportunities of private ordering are lawful or not 

in the strict sense, one should anyway wonder how such a subversion of property rights may adversely 

affect society. After all, even if the traditional ideal of property was shaped in a period where the 

current opportunities offered by ICTs could not be imagined – and it can hence be seen today as a bit 

retro –, it was anyway motivated by deep theoretical considerations: were they all dependent on the 

contingencies of the time, or should they still be taken into account? (cf. Boone MS, 2008, p. 9) This 

is a question that legislators, courts, and businesses should reflect on, when giving their contribution 

to the modelling of the future market of IoT consumer goods. On our part, we will not venture here 

to give an answer. We merely make a couple of observations. 

An increasingly employed concept, the Service-Dominant Logic (where 'service' means the 

application of resources for the benefit of another, and can therefore involve also commercialisation 

of goods), highlights that it is the service beneficiary who determines the real value of the service, as 

there is often a disjuncture between what use a product is designed for and how it is actually used 

(Vargo SL and Akaka MA, 2012, p. 214). It used to be that ownership over an asset enabled the owner 

to do almost whatever she wanted with it. Hence, she could freely determine its value despite 

provider's proposition, and she could often even get extra value out of it (Dingman S, 2015). On the 

contrary, since goods have been equipped with computing capacities and connectivity, rights and 

powers over them are so fragmented between provider (or providers along the value chain (cf. ITU-

T, 2012, pp. 10-13; Fell M and Melin H, 2014, pp. 46-47)) and consumer – irrespective of whom the 

property rights over the material asset belong to –, that it becomes forbidden or even materially 

infeasible to let the use of the product diverge from its design, and hence to extract extra value from 

it. Even, a veritable tragedy of the anticommons – i.e., the under-use of a resource (in this case, the 

IoT product) when there exist too many actors (here, the manifold providers along the value chain, as 

well as the end user) holding independent rights of exclusion over it (cf. Heller MA, 1998) – is not 

an unrealistic scenario. 

Also, although the relevance individuals confer to ownership seems to be gradually diminishing 

nowadays – as the boom of product-sharing systems, rentables, and redistribution networks 

demonstrates –, this is because of a cheaper and more sustainable satisfaction of needs and wishes 

(Rifkin J, 2014, pp. 225-254). The impairment of ownership depicted in this paper is not marked by 

such benefits. For instance, consumers pay a price which formally confers them ownership over the 

IoT good (hence, no savings can be envisaged), but which does not entitle them to enjoy it (thus, 

satisfaction is not assured), and sometimes not even to resell it (Mulligan CM, 2014, pp. 5-6) (hence, 

it is not possible to recover a part of the price, nor to foster sustainability through second-hand 

markets). And the repurposing of the item is frequently impeded by limitations of use, which 

furthermore may contribute to cause an untimely obsolescence and uselessness (Ranellucci A, 2014; 

Bright P, 2014) of the product (again impairing sustainability). 

 

5.3. A Helping Hand from the European Legislation in Force? 

 

In most cases a circumscribed ownership is not unlawful in the strict sense. However, legal norms, 

even when not expressly dealing with the preservation of property rights, could anyway sustain a 

rebalancing of powers. 

The already carried out investigations and analysis which aimed to understand applicability of 

existing legal norms to digital content (software included) (cf., e.g., Guibault L, 2008; Mak C and 

Loos M, 2012; Helberger N et al., 2013a; Helberger N et al., 2013b) or to cloud services (cf., e.g., 

Cunnigham A and Reed C, 2013a; Cunningham A and Reed C, 2013b) can in principle be adapted to 

the IoT, given the many affinities. Besides, problems of ownership similar to the ones affecting IoT 

products exist with reference to virtual world assets: hence, the examination of the legal treatment 

reserved (in the real world) to such assets may give a helping hand in understanding the fate of IoT 

goods too (Boone MS, 2008). 

Limiting the present exposition to the European legal context – and without laying any claim to 

exhaustively developing the topic –, first and foremost we must agree that consumer law calls into 
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question the legitimacy of several practices mainly adopted by IoT companies. 

Contract and advertising are not often transparent about what is actually possible to do with the IoT 

product purchased (e.g., the prospect of a sudden unusability of the product is usually not pointed out 

by companies). And yet, the Consumer Rights, the Unfair Commercial Practices, the Sale of 

Consumer Goods, and the Unfair Terms in Consumer Contracts Directives (2011/83/EU, 2005/29/EC, 

99/44/EC, and 93/13/EEC, respectively) establish significant pre-contractual information obligations 

businesses have to fulfil. Even if it is not always easy – also because of the above-highlighted lack of 

objective benchmarks typical of IoT goods – to establish what kind of information has to be provided 

(Guibault L, 2008, p. 413), this lack of legal certainty should drive businesses to be more, and not 

less, zealous in supplying pre-contractual information, in order to avoid bad surprises in case of 

litigation (cf. Helberger N, 2011, p. 72). Furthermore, the Consumer Rights Directive expressly 

prescribes to inform consumers about the functionality and the relevant interoperability of digital 

content. 

The Sale of Consumer Goods Directive not only stimulates transparency, but also gives a helping 

hand against the uncertainty of IoT products' life span: in fact, among the reasonable expectations of 

a consumer, there is also the possibility to use the product purchased for a reasonable time (Helberger 

N et al., 2013a, pp. 102-104). Hence – given that the Directive states that the lack of conformity 

should exist at the moment of the delivery of the good in order to be relevant –, a good for which the 

provision of the updates or services essential for its usability is not ensured for as reasonable period 

of time can be considered as lacking conformity (unless consumer's awareness can be proved). 

The Unfair Terms in Consumer Contracts Directive states that those clauses in consumer contracts 

that can be qualified as unfair cannot bind the consumer. Not only the general definition of 'unfair 

term' given by art. 3(1) is wide enough to let us think it could apply to several terms (Helberger N et 

al., 2013b, p. 41) commonly traceable in IoT contracts, but even the list of indicative and non-

exhaustive unfair terms included in the Directive's Annex may give a helping hand with regard to 

some recurring clauses. E.g., paragraph 1(k) can intervene against the clauses which confer to the 

supplier the right to arbitrarily and automatically alter the software; paragraphs 1(i), 1(j) and 2(b) can 

intervene against the right the supplier reserves to unilaterally and arbitrarily alter the contract; 

paragraph 1 (g), or even 1(c), may be of some help against the terms which establish provider's right 

to discontinue the essential service at any moment. 

As for copyright law, the Software Directive (2009/24/EC) could give a support on many fronts. For 

example: the definition of the 'first sale' of art. 4(2) – given by the European Court of Justice in its 

Oracle v. UsedSoft decision (C-128/11) – might bring the licenses accompanying the software 

embedded in IoT goods to be re-qualified as sales, in this way cancelling any doubts about the 

resaleability of the good. Art. 5(1), combined with Recital 13, legitimises the lawful purchaser – even 

in presence of conflicting contractual terms – to independently carry out those acts which are 

necessary for the correction of errors or for upgrades without which the software (and hence the good 

which embeds it) could not be used for its intended purpose. Nor the norms established against the 

circumvention of technological measures would obstruct the accomplishment of those acts, given that 

the more restrictive dispositions on the matter set in the InfoSoc Directive (2001/29/EC), art. 6, do 

not apply to computer programs (art. 1(2)(a) of the same Directive), which are instead subject to the 

less strict art. 7(1)(c) of the Software Directive. 

Unfair competition law could also be considered. Art. 102 of the Treaty on the Functioning of the 

European Union (TFEU) – which deals with abuse of dominant position by undertakings – is indeed 

applied to the tying practices implemented in (technology) aftermarkets, as long as some conditions 

are fulfilled (Motta M, 2004, pp. 111-113; Bell R and Kramer J, 2015). One may hence attempt to 

invoke it against the monopoly which frequently marks the secondary market of services necessary 

to enjoy the IoT product. 

We conclude this overview by referring to data protection law. In fact, one important aspect of IoT 

products' usability concerns the usability of the raw data collected (Brown I, 2015, p. 24). However, 

providers often circumscribe the possibilities of data use, allowing access only to the already 

interpreted data (Art. 29 Working Party, 2014, pp. 19-20). Well, art. 12 of the Data Protection 
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Directive (95/46/EC) establishes a right to access personal data, and Article 29 Working Party (2014) 

believes that the above-described behaviour prevents the effective exercise of the right of access. 

Even, the EU Data Protection Regulation (XXX/2016) is going to expressly introduce a right to data 

portability: hence, it should become easier for consumers to access their own raw data (obviously, 

when identifiable as personal data) – in a machine-readable and interoperable format – and to transfer 

them from a provider to another (see Recital 55 and art. 18 of the text of the Regulation to be adopted).  

 

6. Case Studies 

 

This section illustrates – on the basis of the observation of seven IoT products actually put into 

circulation – how suppliers of IoT consumer goods currently exploit the above-depicted peculiarities 

of the latter to affect their enjoyability by consumers. 

Table IV provides an overview of some of the most relevant aspects of business conduct detected. 

 

TABLE IV – Business Conduct Affecting Usability 

 

 

 YES IT DEPENDS or 

UNCLEAR 

NO 

Is the Service component 

necessary in order to use 

the good? 

• Automatic 

• FiLIP 

• Fitbit 

• Google Glass 

• Apple Watch 

• LG Smart TV 

• Nest Learning 

Thermostat 

 

Must the Embedded 

Software and/or the 

Service components 

necessary in order to enjoy 

the good be those 

provided/authorised by the 

supplier of the good? 

• Apple Watch 

• Automatic 

• FiLIP 

• Fitbit 

• Google Glass 

• LG Smart TV 

• Nest Learning 

Thermostat 

  

Does the provider reserve 

the right to arbitrarily 

discontinue the necessary 

Service? 

• Apple Watch 

• Automatic 

• FiLIP 

• Fitbit 

• Google Glass 

• LG Smart TV 

• Nest Learning 

Thermostat 

  

Does the provider reserve 

the right to  alter the 

product at her discretion 

after it is put into 

circulation? 

• Automatic 

• FiLIP 

• Fitbit 

• Google Glass 

• Nest Learning 

Thermostat 

• Apple Watch 

• LG Smart TV 

Does the provider reserve 

the right to unilaterally 

modify – after the product 

is put into circulation – the 

contractual terms 

accompanying it? 

• Automatic 

• FiLIP 

• Fitbit 

• Apple Watch 

• Google Glass 

• LG Smart TV 

• Nest Learning 

Thermostat 

 

Is the consumer forbidden 

from alienating the good 

• Google Glass • FiLIP 

• Fitbit 

• Nest Learning 

• Apple Watch 

• Automatic 

• LG Smart TV 
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purchased? Thermostat 

 

6.1. Components of IoT Consumer Goods, and Their Relationships 

 

First of all, we noticed that IoT products show a recurring composition: Hardware, Embedded 

Software, and Service. However, these three main components inflect differently according to the 

specific product. 

The Service in a stricter sense – in fact, some providers even qualify the Embedded Software (e.g., 

Automatic, Fitbit) or the Device (i.e. Hardware + Embedded Software; e.g., FiLIP) as part of the 

Service – normally takes the form of websites, web applications, and mobile applications – which all 

commonly require a personal account in order to be used (e.g., in Fitbit, the account is necessary in 

order to access the data collected by the wristband; in Google Glass, it is required in order to benefit 

from certain features of the product). Behind such detached software accessories to be downloaded 

or accessed online, there are remote functionalities and resources – usually centralised in the 

provider's cloud – necessary in order to enjoy the Service. Some products furthermore need other 

specific additional services (e.g., FiLIP cannot be used without a wireless communication service 

provided by a given mobile network carrier). 

The Embedded Software sometimes is distinguished both from the Hardware and the Service, and it 

is provided with its own contractual rules (e.g., Apple Watch, Nest Learning Thermostat); other times 

it makes a whole with the Hardware, and therefore it is subject to the clauses generally established 

for the overall Device (e.g., FiLIP); on other occasions it is considered part of the Service, and thus 

its use is regulated by the terms and conditions established for the latter (e.g., Automatic). 

No matter how the Embedded Software is qualified, it is intricately tied to the corresponding 

Hardware: in fact, if sometimes the Service in a stricter sense can be used without the Device (e.g., 

Fitbit), between the Hardware and the Embedded Software a mutual dependence usually exists (e.g., 

Apple Watch, Automatic, LG Smart TV); as a consequence, even when separated contract terms are 

established, to use one of the two components it is necessary to agree also with the terms established 

for the other, and the same contractual agreements often highlight that (the Software License 

Agreement of, e.g., Apple Watch states that, if the customer does not agree with it, she cannot use the 

Apple Watch itself; the contractual agreements concerning, e.g., Nest Learning Thermostat affirm 

that – if the customer does not agree with the automatic updates which will concern the embedded 

software – she must cease to use the Thermostat also). 

When the Embedded Software is considered part of the Service, the fundamental character of the 

latter for Hardware usability goes without saying (e.g., Automatic). But also the Service in a stricter 

sense is necessary in order to enjoy the product: without it, the Device may become as 'dumb' as its 

analog counterparts (e.g., Nest Learning Thermostat, LG Smart TV), or even completely useless (e.g. 

Google Glass, Fitbit). As a consequence, the contractual rules established for the Service usually 

apply also to the Device itself, no matter if the Service component is clearly distinguished from the 

others. In fact, also the providers who distinguish the Service from the Hardware (e.g., Automatic), 

or from both the Hardware and the Embedded Software (e.g., LG Smart TV, Google Glass, Nest 

Learning Thermostat), point out that use of the Device requires acceptance of the terms and conditions 

established for the Service. Indeed, if the most diffused terminology used for baptising such 

agreements is 'Terms of Service' – ToS – (e.g., FiLIP, Fitbit, Nest), some providers prefer to name 

them 'Terms of Use' (e.g., Google Glass, LG Smart TV), which is more suggestive of the essential 

role the Service component fulfils with respect to Device usability. 

 

6.2. Business Conduct Affecting Usage 

 

The possible/allowed uses of the IoT consumer goods purchased usually result to be greatly uncertain, 

and precarious: this happens because – as we have just now highlighted – their use requires Embedded 

Software usability, Service availability, as well as acceptance of the related contractual terms. Several 

examples of how such conditions affect usage of IoT goods will follow. 
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First of all, the Embedded Software and the Service cannot belong to whatever brand, but must 

necessarily be those provided – or authorised – by the supplier of the IoT good. In fact, the structure 

of the overall product is frequently designed in order to make its branded components mutually 

dependent (e.g., the data collected through FiLIP are not directly accessible through the Device, but 

they are transmitted to FiLIP Inc., which then provides the Service to the customer); the contractual 

terms frequently dictate – as we have already outlined – to use the Hardware only in connection with 

the branded Embedded Software (e.g., Apple Watch); and – even when the provider makes the API 

available – this is only to allow the creation by third parties of additional services, not of alternative 

ones (e.g., even if Fitbit and Nest Learning Thermostat make the API available, the Service directly 

provided by Fitbit Inc. and Nest Labs Inc. results anyway to be irreplaceable; however, it must also 

be highlighted that some products – e.g., LG Smart TV and, again, Nest Learning Thermostat –, even 

if they do not allow alternative Services, can anyway be used without any Service: in such a case, 

they cease to be 'smart', but do not become completely useless). Hence, the customer is locked-in: if 

she is no more satisfied by the Embedded Software or the Service, she cannot turn to another provider 

for the provision of an alternative Embedded Software or Service; her sole solution is to cease to use 

the overall (limited cases excluded, i.e. when the product can still be used as a 'dumb' one) product – 

and possibly to purchase an alternative one, with higher switching costs. 

As a consequence, usability of the IoT products acquired is frequently affected by contractual terms 

which circumscribe the allowed uses of the Embedded Software (e.g., Nest Smart Thermostat's End 

User License Agreement states that the Embedded Software can be used only for 'personal, non-

commercial purposes') or of the Service (e.g., FiLIP's Terms of Service state that the customer cannot 

'use the FiLIP Service for any commercial purpose without the prior written consent of FiLIP'; LG 

Smart TV's Terms of Use state that '[t]he Services are provided for the personal enjoyment of 

individuals or groups in possession of an LG Smart TV, whether within a domestic or commercial 

premises (for example a bar or hotel) and may only be used in accordance with these Terms of Use'). 

Some contractual agreements even limit the use of the Device itself, in this way blending any 

distinction between the different components of IoT consumer goods (e.g. Google Glass's Terms of 

Use state that the customer 'may only use the Device in accordance with the instructions that come 

with it, including instructions that may be made available online'; Automatic's Terms of Service state 

that the provider has the right to 'modify and discontinue, temporarily or permanently, [...] the 

Hardware [...], for any reason'). 

Also, the provider often reserves the right to alter over time the Terms of Service, the EULA, and the 

Privacy Policy: further use of the (already purchased) product by the customer after the modification 

will mean acceptance of the changes (e.g., Automatic, FiLIP, Fitbit; an opposite conduct is partially 

noticed with reference to Apple Watch: in fact, the contractual terms – except for the Privacy Policy 

– which apply are those in force at the time of product purchase; moreover, even if software updates 

may be accompanied by new licensing terms, such updates are not automatic; LG Smart TV follows 

an intermediate approach with regard to the Privacy Policy: if the customer does not agree with the 

changes in the Privacy Policy, she can refuse them, but in this case some already enjoyed services 

may be restricted). 

Then again, the EULA may establish that – if its terms are violated by the customer – the license may 

cease to apply, and the customer must therefore stop using the Embedded Software (e.g., Apple 

Watch). Something similar may be established with regard to the Terms of Service: in case of violation 

of what established by them, the provider may reserve the right to suspend (e.g., Automatic) or 

deactivate/terminate (e.g., Fitbit, FiLIP) the account, terminate the Terms (e.g., Fitbit), and cease to 

provide the Service (e.g., Fitbit, FiLIP, Automatic, LG Smart TV; remember that, for what concerns 

Automatic and FiLIP, the 'Service' also includes the Embedded Software). 

If the discontinuation of the Service in case of contract violation is a form of reaction which – directly 

affecting the Service necessary for IoT good usability – indirectly affects the IoT good too, we can 

even suppose forms of reaction which directly affect the latter. 'Suppose', because it is not easy to 

establish whom the device's administration rights belong to, as contractual agreements and other 

product information usually do not specify that; however, some provider's statements sometimes help 
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to identify the latter's direct power on the good (e.g., Automatic's Terms of Service imply that the 

provider has the power to monitor, modify and discontinue the use of the Hardware; FiLIP's Privacy 

Policy states that FiLIP Inc. can remotely and automatically delete data from the Device; Google 

Glass's Terms of Sale state that Google Inc. can remotely deactivate the Device). 

Previously, we touched on the updates of the Embedded Software: as the modifications of agreements 

may alter usability of the IoT good under a contractual perspective, modifications of the Embedded 

Software may alter it under a technical one. Frequently, providers reserve the right to make automatic 

updates (e.g., Automatic, FiLIP, Google Glass, Nest, Fitbit): if the aim is generally to fix bugs and 

enhance product functionalities, the purposes which contractually allow the providers to execute them 

– when specified (e.g., in Fitbit's contractual terms they are not) – generally reveal to be very generic 

(e.g., Automatic: 'to keep the Software up-to-date'; FiLIP: 'change, update or otherwise modify'; 

Google Glass: 'including but not limited to bug fixes or enhanced functionality'; Nest at least limits 

the modifications to those which 'improve the performance' of the Embedded Software, even if one 

may anyway question if what is considered an improvement by the supplier would also be considered 

as such by each of her customers too); as a consequence, the provider has the right to potentially 

transform the product – after its commercialisation – however she wants. Rare are the cases in which 

the providers leave to the consumers the choice of accepting or not the updates (e.g., Apple Watch 

always requires an intervention of the customer). It should however be noticed that consumers may 

benefit in some circumstances from automatic updates, as they contribute to guarantee product 

security: hence, it is commendable the choice of those suppliers who design the device in a way that 

enables the customer to prevent or allow the automatic updates (e.g., LG Smart TV). 

A further problem linked to updates is precisely related to the security issues which can emerge in 

case of lack of bug fixings, and the premature obsolescence which may follow the lack of technology 

updates. In fact, if providers of IoT consumer goods reserve the right to realise software updates, they 

do not assume a corresponding obligation of granting such updates, not even for a limited period. 

Contractual prohibition of modifying the Embedded Software (e.g., Apple Watch, Automatic, Fitbit) 

– and more generally the above-depicted lock-in, which makes difficult to turn to third parties for 

resolving vulnerabilities and safeguarding product utility and valuability – worsen the problem. 

Formerly, we have depicted how providers reserve the right to discontinue the Service in case of 

customer violation of contract terms. Well, their right of discontinuation extends far beyond such 

circumstances. Indeed, they reserve the right to arbitrarily discontinue, even permanently, the Service 

(e.g., Apple Watch's Software License Agreement: 'Apple does not warrant that any services will 

continue to be made available'; Automatic's Terms of Service: 'Automatic reserves the right to [...] 

modify or discontinue, temporarily or permanently, the Service [...], for any reason'; FiLIP's Terms 

of Service: 'We may change, suspend or terminate the FiLIP Service at any time without notice'; etc.); 

none of the examined contractual agreements contains a provider's obligation of guaranteeing Service 

provision, not even for a limited period of time. A partial exception can be found with regard to those 

optional services which are (expressly) provided for a fee: in fact, some providers adopt a freemium 

scheme, which contemplates free basic services for essential functioning, and supplemental services 

with fee for extra features (e.g., Fitbit, Automatic: well, in such cases, the provider does not assume 

an obligation to provide the Service, but – in case of discontinuation – a refund is envisaged). 

We conclude the analysis of how providers currently affect consumer usage of IoT goods, by referring 

to data usability. If 'data' are not directly a component of IoT consumer goods, they  certainly are a 

relevant by-product: all the examined IoT Devices, indeed, possess the capability of collecting data 

about the user, and such data collection is the one of the main purposes (Nest, FiLIP, Apple Watch) – 

or, even, the only one (Automatic, Fitbit) – of the majority of them; the branded Services provided 

through – or thanks to – the IoT Devices are hence usually greatly related to the user data gathered. 

The value and the potential employments by consumers of such data are innumerable: being able to 

dispose of such data would therefore enable consumers to use them for aims which would exceed the 

branded Services provided by the IoT good supplier. However, in order for purchasers of IoT products 

to extract greater value from such data, ability and right to access, export and reuse should be granted 

(cf. Brown I, 2015, p. 24). Rather, we can observe a likelihood of uncertainty and lock-in also for 
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what concerns data use (Art. 29 Working Party, 2014, pp. 19-20): sometimes, providers say nothing 

about the right/possibility of the customer to dispose of her data (e.g., Apple Watch); other times, one 

must directly address the provider for having information about data access (e.g., FiLIP); other times, 

a right of access, export and reuse is granted, but it is not specified if it affects only the already 

processed data – i.e. data which offer less possibilities of reuse – or raw data also (e.g., Automatic, 

Fitbit; Automatic's customer service later confirmed that the information the customer can access is 

the processed data, not the raw ones). Certainly, when providers allow third-party developers to 

exploit the collected data to create additional services (e.g., Nest, Automatic, Fitbit), consumers can 

extract some extra value from the data gathered by their IoT good; however, they cannot experiment 

the same freedom of data use they would enjoy if they could directly dispose of raw data (as the 

services at issue are anyway services which must be authorised by the supplier of the IoT good). 

 

6.3. Business Conduct Affecting Transfer 

 

Given the composite character of IoT consumer goods, their resale to subsequent purchasers – 

obviously assuming that availability of all the components necessary to their usability has been 

preserved (indeed, what impede usage also affects retransferability, because none would pay for a 

useless product)– presents anyway several issues. 

First of all, if the purchaser is not the owner of the product, she cannot resell it. The most common 

situation is the one in which ownership on Hardware is transferred to the customer, but title on the 

Embedded Software is preserved by the provider, who confers only a license to use it (e.g., Apple 

Watch, Fitbit, Nest, LG Smart TV): and, if some providers expressly establish that the customer can 

dispose of the purchased good (e.g., Apple Watch, LG Smart TV), others confer to the Embedded 

Software license a non-transferable character (e.g., Fitbit, Nest), raising doubts on the resaleability of 

the overall Device. Sometimes it is not even easy to establish whom the property of the 

commercialised Hardware belongs to (e.g., FiLIP's Terms of Service establish that the Device is part 

of the Service, and that the Service is exclusive property of FiLIP Inc.; on the other hand, however, 

in case of termination of the Service an obligation of returning the device is not established, and, 

furthermore, on FiLIP's website it is possible to find the button 'Buy Now'; hence, the Device is 

resaleable, or not? Similar doubts existed for Automatic, but the customer service confirmed that 

property on the Hardware was transferred and that resale was hence possible). 

Secondly, the resale is occasionally expressly forbidden by contract, notwithstanding the transfer of 

ownership to the customer: and, if in some cases (e.g., Nest) – despite the ambiguity of the language 

adopted by the provider – one could interpret the prohibition as regarding only professional retailers, 

and not also end-users who desire to dispose of their used personal possessions, in other 

circumstances (e.g., Fitbit, Google Glass) the ban is expressly addressed to all kind of owners. 

Irrespective of the possibility of justifying or not the lawfulness of such a prohibition under the 

protection accorded to the Embedded Software by copyright law and/or under the principle of 

freedom of contract, the power of direct retaliation held by the supplier (e.g., remote deactivation of 

Google Glass: initially, Google Inc. reserved the right to deactivate the device in case of resale by the 

consumer (Kravets D and Baldwin R, 2013); this clause does not appear any more, but Google Inc.'s 

technical power of remote deactivation remains, as it can be inferred from the Terms of Sale) affects 

anyway the practical opportunity of a resale. 

Furthermore, even when the resaleability of the IoT good is not questioned, second-hand purchasers 

– in order to use the product – in any case have to agree to the contractual terms established by the 

original provider: in fact, the agreements accompanying the commercialisation of IoT consumer 

goods usually establish that consent to be bound by them is expressed by the mere use of the Service 

(e.g., Automatic, FiLIP, LG Smart TV), the Embedded Software (e.g., FiLIP, Automatic, LG Smart 

TV), or even of the Hardware itself (e.g., Apple Watch, FiLIP). Such a circumstance not only 

empowers the original supplier – as she can impose limitations of use also to subsequent owners –, 

but might even affect the very own resaleability of the good: in fact, some providers subordinate the 

resale to second-hand customer's acceptance of the terms and conditions of contract (e.g., Apple 
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Watch; LG Smart TV's Terms of Use require the owner something similar, not in case of a resale, but 

in case of a simple use by a third party); and – even when such clauses are not expressly drafted – 

one may anyway wonder whether it is the responsibility of the first purchaser to ensure that further 

owners are informed of and agree to the contractual restrictions imposed, and hence whether the 

refusal to agree implies a prohibition of resale (Villasenor J, 2013). 

 

7. Conclusions and Recommendations 

 

Nowadays, individuals show to be less and less reluctant towards an ownerless consumption of goods 

(Rifkin J, 2014, pp. 225-254): after all, business models not including ownership transfers may help 

environment, economy, and efficiency (Baines TS et al., 2007). The IoT – as it changes the nature of 

most products: they become fully traceable, and remotely manageable – even expands the 

opportunities for implementing collaborative business models and product-service systems (Porter 

ME and Heppelmann JE, 2014), both improving the sharing economy and helping businesses to find 

alternative paths to profit: for example, WeGo and Zip-Car are IoT-enabled personal-car-sharing and 

car-pay-per-use initiatives, respectively; Trane, a division of Ingersoll Rand, exploits IoT to provide 

HVAC-as-a-service instead of selling air conditioning equipment (Woods D, 2015). On the other 

hand, however, the IoT barely suits the already existing, 'old-style', models: in IoT products, the 

material component is usually inseparable from the service system, and good and service features 

even overlap each other. As a consequence, facing traditional consumerism is not easy: formal 

transfers of ownership of IoT consumer goods take place, but they are not followed by a full and 

exclusive right to use and dispose of the acquired assets (Evans J, 2014). 

Someone may suggest that, currently, not only ownership is gradually replaced by access and use, but 

that the same traditional concept of 'ownership' is retro. Maybe it is. Maybe, the fullness of the right 

should be reconsidered: can individuals really expect to use their own assets however they want, 

given suppliers' opportunity to unbundle product features and to establish property servitudes (cf. 

Mulligan CM, 2014)? Maybe, the exclusiveness of the right should be reconsidered: can individuals 

really expect to exercise a (exclusive) control on the use of their own connected assets, given that 

physical proximity is no more a condition for exercising power over the object (cf. Boone MS, 2008, 

p. 62)? Maybe, the absoluteness of the right should be reconsidered: the essence of 'traditional' 

ownership is the ability to use and dispose of one's own assets without need for third-part 

intermediation; but how can this absoluteness be implemented in the IoT world, where enjoyment of 

the good requires relationship with the supplier (cf. Noto La Diega G, 2014, p. 627-628)? Maybe, the 

perpetuity of the right should be reconsidered: can individuals really expect today to use and dispose 

forever of their own digital assets, given not only the rapid obsolescence which characterises the 

digital sector, but also the need for third-party intermediation in order to enjoy IoT goods, and 

providers' opportunity to vary product attributes over time? 

Maybe. But it would be presumptuous of this article to assert that ownership as we know it is outdated. 

And it would also be completely useless, both in protecting consumers and in helping companies to 

develop business models compliant with law and successful, as none of the above-highlighted 

arguments will make ownership traits change overnight. 

In the short and medium term, it is more valuable to suggest – to businesses, but also hoping it would 

influence courts' conduct – how to reconcile the notion of ownership in force with the new features 

consumer goods have acquired since the IoT advent. 

 

7.1. Recommendation n° 1: Be transparent 

 

Ensuring that consumers consent to transactions with full information available (pay attention: not 

only the content, but also the form of the information to be provided matters (Helberger N et al., 

2013, pp. 66-72)) will not only be helpful in succeeding in possible litigations (as the European law's 

call for transparency is significant), but it would also probably prevent many of them. Think about 

the scandals that in recent years have emerged with regard to, e.g., the rights claimable on e-books, 
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software resaleability, and inheritability of digital music libraries: public opinion have been so shaken 

because people were really persuaded of being owners of the digital products they paid for. And they 

cannot be blamed for this, as the current prevailing business models in digital content markets 

envisage 'Buy Now' buttons, one-off payments, and an apparently perpetual right to use the products 

purchased. This does not necessarily means that lump-sum compensations must be avoided when the 

contractual relationship is not a sale, or anyway when the products commercialised will not be usable 

forever: the difficulty in pricing such offerings (Baines TS et al., 2007, p. 1549), consumers' pain of 

paying, or other considerations, may drive suppliers to avoid spread-out payments. Rather, it simply 

means that being clear and unambiguous on what is offered – highlighting particularly the contractual 

and technical restrictions to consumer's reasonably expected ability to use and dispose of the product 

– could avoid future litigations. And it could even encourage businesses to give up those restrictions 

with regard to which consumers' dissatisfaction – and consequent provider's unpopularity – would be 

higher than provider's benefits of other kind, considering especially that there is a sustained practice 

of including restrictive terms with respect to which companies usually do not sue consumers in case 

of violation (Guibault L, 2008, p. 410). Advertising (Cunningham A and Reed C, 2013b, pp. 7-8) and 

information prioritisation (Helberger N et al., 2013, pp. 69-71, 74) could be two relevant tools in 

fulfilling this need for transparency. Pricing methods too could give a meaningful helping hand (it is 

not for nothing that one of the accusations made to digital age business models is the overpricing of 

goods, as digital products can be used for a set of purposes which is limited if compared to their 

analog equivalents (Copyright for Creativity.eu, 2013)): indeed, the compensation due by the 

customer in exchange for the product is relevant both quantitatively and qualitatively. Quantitatively: 

e.g., if a product is commercialised at a considerably lower price than other of the same kind, 

consumers should also expect a more limited functionality (Helberger N, 2011, p. 71); and the level 

of revenue derived by the supplier is even taken into account in establishing the fairness of consumer 

contract clauses (Cunningham A and Reed C, 2013a, pp. 8-9). Qualitatively: e.g., it could be 

reasonable to split payment in price for the physical component and compensation for the service 

component: indeed, when payment is unitary, the consumer normally expects that it is due in 

exchange for the overall, functioning product, whereas the supplier ascribes it to the good only (in 

her opinion, the service is provided 'for free' and, therefore, without obligation of guaranteeing it over 

time). 

 

7.2. Recommendation n° 2: Look at what ownership aims to 

 

The personality theory of property states that property rights are aimed to 'promote human flourishing 

by protecting and fostering fundamental human needs and interests' (Fisher W, 2001, p. 28). Thus, a 

business model is valuable and fair if it aspires to protect and foster the needs and the interests 

consumers wanted to pursue through the purchase of IoT goods, even if it achieves this purpose 

through means alternative to traditional ownership. For example, one interest deemed to be 

fundamental is security: personal property frees individuals 'from the obsession of obtaining the 

means of survival' (Fisher W, 2001, p. 28). So, if I buy a fridge, it is not to say 'Fridge, my dear, you 

are mine, forever', but to be sure I will be able to keep cool the food I purchase for roughly ten-fifteen 

years. Hence, if the smart fridge I buy in 2015 requires a recurring or continuing intermediation of a 

specific supplier in order to work properly, but this intermediation is contractually guaranteed for a 

reasonable period (i.e., a period which approximates the conceivable lifespan of the fridge itself), 

then my security concerns can be appeased even if my right to use the smart, connected fridge is not 

as absolute and perpetual as it would have been with regard to an analog one. 

 

7.3. Recommendation n° 3: When in doubt, be open 

 

Open devices do not generate that customer dependence on their suppliers which characterises their 

closed equivalents: open hardware and software make devices freely updatable, personalisable, 

connectable, and independent from external control (Ranellucci A, 2014). Hence, open source is 
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probably the sole tool able to guarantee users that control on the IoT goods they purchase will 

exclusively belong to them and, thus, that the usability problems depicted in the present paper will 

not occur: in fact, if a mechanism to control your device exists, at some point somebody will make 

use of it (Gerloff K, 2013). Some companies – such as Arduino or Adafruit Industries – focus on open 

source. However, not always the model is sustainable: making IoT goods running entirely on free 

software is not as profitable as producing goods dependent on centralised services; moreover, 

consumers often show to prefer turnkey appliances, equipped with out-of-the-box features, rather 

than solutions that require a greater engagement from their side in order to function (Ranellucci A, 

2014). Openness is therefore possible, and useful, but it is not easy to implement. Nevertheless, 

businesses should not forget its potential: it might come in handy in critical situations. For example, 

to go back to the exemplary situation depicted in Advice n° 1, if the smart fridge supplier must or 

wants to cease to provide the related service essential for its functioning, she should release the 

fridge's source code, so that I would be able and allowed to turn to a third-party provider (something 

similar happened to EtherPad when Google decided to discontinue it (Perez JC, 2009)). 

 

7.4. Recommendation n° 4: Remember: consumers are citizens 

 

If courts commonly adopt a more functional perspective in applying consumer law – e.g., a product 

respects the conformity test of Directive 1999/44/EC if it functions (Helberger N, 2011, p. 71) –, on 

the contrary policy discussions on amendments that should affect consumer law in the digital age are 

focusing on the opportunity of framing iConsumers as citizens (Van Hoboken J and Helberger N, 

2008, p. 493): after all, the legal concerns for weaker party protection already originate from 

balancing freedom of contract with fundamental rights (Mak C, 2009, pp. 7-8). Such an approach 

would promote a legal and judicial protection of consumers even more inclined to take care of 

fundamental rights (Van Hoboken J and Helberger N, 2008, p. 493): dignity, privacy, security, 

freedom of expression...and property. This path could turn out to be particularly appropriate with 

reference to the IoT. Indeed, consumer involvement with the empowered products enabled by it 

'go[es] beyond their mere consumption' (Van Hoboken J and Helberger N, 2008, p. 493): a world of 

pervasive computing raises concerns with regard to 'human capacity to maintain autonomy and 

control' (Kounelis J et al., 2014, p. 74), and consumer protection should take this consideration into 

account. If consumer law is broadening its perspectives, so should businesses do: such a trend is 

already observable with respect to, e.g., privacy; investments should be done in order to extend it to 

usability too. 

Because usability is not merely a matter of 'functioning'. 
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