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[...] there are now computers 1n everything. But
I want to suggest another way of thinking
about 1t i1n that everything 1s now a computer:
This 1s not a phone. It’s a computer that
makes phone calls. A refrigerator 1s a
computer that keeps things cold. ATM machine
1s a computer with money 1nside. Your car 1S
not a mechanical device with a computer. It’s
a computer with four wheels and an engine.. And

this 1s the Internet of Things [..]”

Bruce Schneier at House of Representatives’ Energy &
Commerce Committee

Fonte : http://www.dailydot.com/layer8/bruce-schneier-internet-of-things/



Internet delle cose

Una rete di oggetti fisici, dotati di
connessione a Internet e 1n grado di
raccogliere e scambiliare dati
dall’”ambilente 1n cuil sono collocati.

Ognl oggetto puo essere dotato di
sensoril, software, attuatori e capacita
computazionale.



Abilitanti

Minilaturizzazione
dell’elettronica

Connettivita a i1nternet



Quante cose ?



10
Miliardi di “cose”
connesse a Internet oggl

Fonte: Plamen Nedeltchev (CISCO), The Internet of Everything i1s the New
Economy, 2015. http://bit.ly/1Imz7v96


http://bit.ly/1mz7v96

20
Miliardili di Y“cose”

connesse a Internet
entro 11 2020

Fonte: http://www.gartner.com/newsroom/1d/2684915



http://www.gartner.com/newsroom/id/2684915

50
Miliardi di “cose”

connesse a Internet
entro 11 2020

Fonte: Plamen Nedeltchev (CISCO), The Internet of Everything 1s the New
Econom y, 2015. http://bit.ly/1Imz7v96


http://bit.ly/1mz7v96

100

Miliardi di “cose”

connesse a Internet
entro 11 2020

Fonte: Morgan Stanley, The Internet of Things 1s now, 2014.
http://bit.ly/2galEPb


http://bit.ly/2ga1EPb
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A Search Engine for the Internet of Things

Interoperability for connected objects around the world

Find out how Thingful can help


http://thingful.net/

Le cose e Internet



Mobile data traffic 2015 (EB/month) Multiplier

by region 2015-2021

Asia Pacific 2,1 11

Central Europe and

Middle East and 0,8 13
Africa
Western Europe 0,8 10
North America 1,3 7
Latin America 0,4 9

Fonte: https://www.ericsson.com/res/docs/2016/ericsson-mobility-report-2016.pdf



https://www.ericsson.com/res/docs/2016/ericsson-mobility-report-2016.pdf

1,7 Mb/sec. trasmessi da ogni
persona al giorno, entro 11 2020

Fonte: World Telecommunication Standardization Assembly 2016



1,3 GB/ora prodotti da un’auto oggi

25 GB/ora se auto ibride

Fonte: http://www.ibmbigdatahub.com/blog/big-data-wheels



http://www.ibmbigdatahub.com/blog/big-data-wheels

Funzionamento
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Fonte: Bandyopadhyay, D., & Sen, J. (2011). Internet of things:
Applications and challenges in technology and standardization. Wireless Personal Communications, 58 (1), 49-69.
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Fonte: Bandyopadhyay, D., & Sen, J. (2011). Internet of things:
Applications and challenges in technology and standardization. Wireless Personal Communications, 58 (1), 49-69.
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Sensori, sisteml embedded, tag RFID, lettori ..

Fonte: Bandyopadhyay, D., & Sen, J. (2011). Internet of things:
Applications and challenges in technology and standardization. Wireless Personal Communications, 58 (1), 49-69.
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identificazione, ™~ raccolta/salvataggio/elaborazione

informazioni , comunicazione, controllo e attuazione

Sensori, sisteml embedded, tag RFID, lettori ..

Fonte: Bandyopadhyay, D., & Sen, J. (2011). Internet of things:
Applications and challenges in technology and standardization. Wireless Personal Communications, 58 (1), 49-69.



Middleware layer

routing, pubblicazione e

sottoscrizione servizi,

comunicazione tra plattaforme

e

identificazione, ™~ raccolta/salvataggio/elaborazione

informazioni , comunicazione, controllo e attuazione

Sensori, sisteml embedded, tag RFID, lettori ..

Fonte: Bandyopadhyay, D., & Sen, J. (2011). Internet of things:
Applications and challenges in technology and standardization. Wireless Personal Communications, 58 (1), 49-69.



Gestione device e comunicazioni,
filtraggio dati, aggregazioni dati,
analisi semantica, 1nterrogazione

dati e servizi

Middleware layer
wviladaleware jayer

routing, pubblicazione e

sottoscrizione servizi,

comunicazione tra plattaforme

e

identificazione, ™~ raccolta/salvataggio/elaborazione

informazioni , comunicazione, controllo e attuazione

Sensoril, sistemi embedded, tag RFID, lettori ..

Fonte: Bandyopadhyay, D., & Sen, J. (2011). Internet of things:
Applications and challenges in technology and standardization. Wireless Personal Communications, 58(1), 49-609.



Applicazionl 1n settoril verticalil (domotica, energia, trasporti ..)

Gestione device e comunicazioni,
filtraggio dati, aggregazioni dati,
analisi semantica, 1nterrogazione

dati e servizi

Middleware layer

routing, pubblicazione e

sottoscrizione servizi,

comunicazione tra plattaforme

e

identificazione, ™~ raccolta/salvataggio/elaborazione

informazioni , comunicazione, controllo e attuazione

Sensoril, sistemi embedded, tag RFID, lettori ..

Fonte: Bandyopadhyay, D., & Sen, J. (2011). Internet of things:
Applications and challenges in technology and standardization. Wireless Personal Communications, 58(1), 49-609.
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e Sistemi Sensori
. Embedded
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Application domain X, e.g. eHealth

Application domain Y, e.g. Mobility

—— secure, controlled communication

------- unsecure, undetermined communication N
\ - ~o Area 3
'II Participants, users, stakeholders S
1| closed system interaction with the environment

(> Scenario snapshot at point in time t,t, L.

] Components, systems, functions, controlled services

i Services (ad hoc networked, unsecure)

Fonte:Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda Cyber-
Physical Systems (agendaCPS), p.159. Herbert Utz Verlag.



Interoperabilita

Adattato da :Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda
Cyber-Physical Systems (agendaCPS), p.159. Herbert Utz Verlag.



Interoperabilita

o, 0,0
Cose connesse
o® 0%0 o 0

Adattato da :Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda
Cyber-Physical Systems (agendaCPS), p.159. Herbert Utz Verlag.



Interoperabilita

MNemge

Factory

Int.Tecnica

. o O
Cose connesse ‘v“‘ ¢

' \_/

Adattato da :Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda
Cyber-Physical Systems (agendaCPS), p.159. Herbert Utz Verlag.
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Interoperabilita

Int. Semantica

I
!
Factory

® 9%y
&

Cose connesse

e
Adattato da :Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda
Cyber-Physical Systems (agendaCPS), p.159. Herbert Utz Verlag.



Interoperabilita

Int. Semantica

Int.Tecnica

Cose connesse

@

-

Adattato da :Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda
Cyber-Physical Systems (agendaCPS), p.159. Herbert Utz Verlag.



Protocoll1l

- Infrastruttura (ex: 6LowPAN, IPv4/IPvo, RPL)

« Tdentificazione (ex: EPC, uCode, IPvo, URISs)

« Comunicazione (ex: Wifi, Bluetooth, LPWAN)

- Scoperta servizi (ex: Physical Web, mDNS, DNS-SD)

« Protocollili dati(ex: MQTT, CoAP, AMQP, Websocket,
Node)

« Gestione device (ex: TR-009, OMA-DM)

« Semantica (ex: JSON-LD, Web Thing Model)

Fonte: http://www.postscapes.com/internet-of-things-protocols/



Standard

Open Standards Reference Model Pove,

¢ Web Services/EXI | SNMP, IPfix, IEC 61968 CIM
§ DNS,NTP, | ANSIC12.19/C12.22 | IEC 61850 | IEC 60870 | DNP
HTTPSICoAP SSH,... DLMS COSEM lEC

- -

TCP/UDP

Routing — RPL (RFC6550) IPv6 / IPv4 Addressing, Multicast, QoS, Security

I ETF

802.1x I EAP-TLS baud Access Control Soluﬁon

GLoWPAN (RFC 6282) IETF RFC 2464 IETF RFC 5072 IEI'F RFC 5121

IEEE 802.15.4 802.15 4e MAC enhancements W
MAC ‘ '
. , IEEE 802.11 || IEEE 8023 | ,c 36, 7g | IEEE802.16 g

N .

IEEE 802.154 | IEEE aoz1s.4g IEEE P1901.2 Wi-Fi Estysent Cellular Wiliax
2.4GHz DSSS | (rsk Dsss, oFDm) PHY ) ]

David E. Culler
The Internet of Every Thing - steps toward sustainability
CWSN Keynote, Sept. 26, 2011



Ccontesto




WORLD
ECONCMIC
FORUM

N~

Navigating the next industnal revolution

Revolution Year Information

1 1784 Steam, water, machanical production equipment
2 1870 Division of labour, electricity, mass producticn
F 3 1969 Electronics, IT, automated production

| ﬁ 4 ? Cyber-physical systems

“a fusion of technologies that is blurring the 1ines
between the physical, digital, and biological spheres”

fonte: https://www.weforum.org/agenda/2016/01/the-fourth-industrial-revolution-what-it-means-and-how-to-respond



https://www.weforum.org/agenda/2016/01/the-fourth-industrial-revolution-what-it-means-and-how-to-respond

Cyber physical
systems

“Cyber-physical systems (CPS) are - -

based on networked embedded R R N
software systems, which connect - ' q AR, . =
computational entities 1n a VA B s |

collaborative manner with .
physical entities of the real v
world to achieve an overall
purpose.”

Fonte: http://www.bicc-net.de/aktivitaeten/aktivitaet/cyber-physical-systems/


http://www.bicc-net.de/aktivitaeten/aktivitaet/cyber-physical-systems/

Cyber physical
systems

“Cyber-physical systems (CPS) are - -
based on networked embedded e S\
software systems, which connect - ' 1 FAWw.
computational entities 1n a S = 4
collaborative manner with

physical entities of the real A0
world to achieve an overall
purpose.”

“Together with available
content and services on the
World Wide Web, they build
networks of systems that
integrate with the physical
environment.”

Fonte: http://www.bicc-net.de/aktivitaeten/aktivitaet/cyber-physical-systems/


http://www.bicc-net.de/aktivitaeten/aktivitaet/cyber-physical-systems/




Embedded systems

(es.: alrbagqg)

Adattato da:Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda
Cyber-Physical Systems (agendaCPS), p.25. Herbert Utz Verlag.



Networked Embedded systems
(es.: velicoll autonomi)

Embedded systems
(es.: airbagqg)

Adattato da:Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda
Cyber-Physical Systems (agendaCPS), p.25. Herbert Utz Verlag.



Cyber Physical systems
(es.: comando intersezione
stradale “intelligente” )

Networked Embedded systems
(es.: velicoll autonomi)

Embedded systems
(es.: alrbagqg)

Adattato da:Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda
Cyber-Physical Systems (agendaCPS), p.25. Herbert Utz Verlag.



Internet of Things, Data and Services
(es.: “Intelligent Transportation Sytems” )

Cyber Physical systems
(es.: comando 1ntersezione
stradale “intelligente” )

Networked Embedded systems
(es.: velicoll autonomi)

Embedded systems
(es.: alrbagqg)

Adattato da:Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda
Cyber-Physical Systems (agendaCPS), p.25. Herbert Utz Verlag.
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- Smart cities

- Intelligent transportation systems
- Smart factories

- Industry 4.0

« Smart health



Le parole e le cose

- Smart cities

- Intelligent transportation systems
- Smart factories

- Industry 4.0

« Smart health

~ cfr Cibernetica



Uno scenario
“paradisiaco”

Fonte:Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda Cyber-
Physical Systems (agendaCPS). Herbert Utz Verlag.



Satellite communication Intermodal communication

E4

(‘.’) Passenger information

Temestnal remote CONNBCLION  =—

Mobile communications

Vehicle-to-vehicle
Fleet management Toll system
Wireless Local Area Network {WiFi) Traffic signals
Travel planning Security systems
Fonte:Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world:

Physical Systems (agendaCPS), p.39. Herbert Utz Verlag.

Integrated research agenda Cyber-



Fonte:Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda Cyber-
Physical Systems (agendaCPS), p.39. Herbert Utz Verlag.



Fonte:Geisberger, E., & Broy, M. (Eds.). (2015). Living in a networked world: Integrated research agenda Cyber-
Physical Systems (agendaCPS), p.41. Herbert Utz Verlag.



Scenario step 9
W Autonomous driving lane

Scenario step 10
W Autonomous driving lane

® Emergency vehicle lane



Uno sguardo
all’ambiente

Adattato da: World Economic Forum report: Intelligent Assets, Unlocking the Circular Economy Potential, 2016



Uno sguardo
all’ambiente

Dati dalle cose

« Posizione
« Condilizioni

- Disponibilita

Adattato da: World Economic Forum report: Intelligent Assets, Unlocking the Circular Economy Potential, 2016



Uno sguardo
all’ambiente

Dati dalle cose LL”uso delle cose

. Condizioni Tasso di utilizzo

+ Disponibilita R1-uso

Rigenerazione

Adattato da: World Economic Forum report: Intelligent Assets, Unlocking the Circular Economy Potential, 2016



Uno sguardo
all’ambiente

Dati dalle cose L’uso delle cose

- Posizione .. - Ciclo di vita
Ccondinioni 7 :ﬁﬂ Tasso di utilizzo
y Disponibilité-”y. * R1-uso

- Rigenerazione

Adattato da: World Economic Forum report: Intelligent Assets, Unlocking the Circular Economy Potential, 2016



Uno sguardo
all’ambiente

Dati dalle cose L’uso delle cose

+ Posizione .. v Ciclo di vita

. Condizioni'"“w. ........ :ﬁﬂ Tasso di utilizzo
y Disponibilité-”y. * R1-uso

- Rigenerazione

Adattato da: World Economic Forum report: Intelligent Assets, Unlocking the Circular Economy Potential, 2016



Uno sguardo
all’ambiente

Dati dalle cose L"uso delle cose
- Posizione ... R Ciclo di wvita
. Condizioni*{mﬁ. T;” Tasso di utilizzo

+ Disponibilita Ri1-uso

‘4. Rigenerazione

Adattato da: World Economic Forum report: Intelligent Assets, Unlocking the Circular Economy Potential, 2016



Uno sguardo
all’ambiente

Dati dalle cose L’uso delle cose

* POS1Z10Ne mon -'-"’Y’. Ciclo di vita

. Condizioni :v Tasso di utilizzo
. Disponibilita >+ Ri-uso

M. Rigenerazione

Adattato da: World Economic Forum report: Intelligent Assets, Unlocking the Circular Economy Potential, 2016



Adattato da:

conomla cilrcolare

Biological
materials

Farming/
collection®

Biochemical

feedstock
Biosphere ﬁ ‘
v
Retail/service provider

Soil
restoration

Biogas o

Anaerobic
digestion/
composting’

Extraction of
biochemical

feedstock! /

Cascades

AL N Collection

World Economic Forum report:

Technical
materials

Mining/materials
manufacturing

Materials/parts manufacturer

L g™

Product manufacturer
Recycle

5

vy K

K ‘

'.71 Consume

remanufactyre

red
Maiagtain

Collection

et

Energy recovery

' ,
B s

Landfill

Intelligent Assets,

(to be minimised)

Leakage

Unlocking the Circular Economy Potential,

2016



(Le parole e le cose)

FEconomia Circolare

v

Fcologla 1ndustriale



RECYCLING CIRCULAR

e ECONOMY ECONOMY




TOoT abilitante di un’
economla cilircolare ?

LINEAR ECONOMY RECYCLING CIRCULAR

ECONOMY ECONOMY
V :
. 4
d'/': % :




TOoT abilitante di un’
economla cilircolare ?
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In che modo?



TOoT abilitante di un’
economla cilircolare ?

CCCCCCCC

CCCCCCCCC
NNNNNNNNNNNNNNNNNNNNNNNNNNN

i

In che modo?
Con quali rischi ?



