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Internet of Things and Circular Economy

In May 2015 the  Nexa Center  started  a  Project  with  eBay,  in  order  to  conduct  a

research on ownership and consumer/citizen empowerment in an IoT-driven world.  The

expected  outcome  of  the  research  was  the  realization  of  a  conceptual  framework

facilitating the further  implementation of a  Business-to-Consumer commerce so as to

empower the end-user of IoT solutions. 

The research involved a wide pool of experts with different backgrounds and skills:

law, economics, media and technology. The experts  analyzed the issues in connection

with three major technological determinants: big data, the cloud, and online platforms.

The  “visions”  considered  concern  benefits  for  consumers,  business  and  society  at

large,  while  the  risks  span  different  areas,  such  as  consumer  protection  issues,

environmental threats, adverse consequences for employment, and market dominance.

The research project addressed four main legal questions that follow the analysis of

the EU and Member States laws:

1. How are control and ownership of consumers' goods altered by the IoT advent?

2. To what extent is this alteration compatible with the European legislation in force?

3. More generally, how does this change of paradigm impact on society?

4. Can IoT be a significant enabler of the circular economy? What are the embedded

risks?

The first year of the research focused on ownership issues, e.g. the customers' ability

to use and transfer IoT-embedded items formally 'purchased.'

In the second year, the focus was on how IoT and Circular Economy interact: on the

one hand, attention was drawn to the envisaged risks and challenges of IoT, on the other

hand IoT has been understood as a potential enabler of the circular economy. 

The main results of the first year of research are:



1 Semantic wiki: 

A  semantic  wiki which  contains  the  research  materials  classified  according  to  an

ontology that was specifically designed for the project; it also contains the case studies

that were under scrutiny.

2 Nexa Lunch Seminar: 

The 36° Nexa Lunch Seminar (“Proprietà e controllo sui beni di consumo nell'Internet

of Things: casi di studio e prospettive giuridiche”, Politecnico of Turin, 25th Nov. 2015)

hosted Miryam Bianco and a discussion on ownership and consumer goods. 

3 Research Paper:

- Miryam Bianco,  'Take care, Neo: the Fridge has you': A technology-aware legal

review of consumer usability issues in the Internet of Things.

4 Workshop: 

International  Workshop on  Consumers  and  the  Internet  of  Things  “Is  Your  Smart

Thermostat Yours? Reflecting on the Impact of the Internet of Things on Ownership and

Control of Consumer Goods”, organized by the Nexa Center for Internet and Society in

the context of the Cyber-Phisical Systems Week 2016, on April 11th, 2016 in Wien. 

The  workshop,  introduced  by  Miryam Bianco   (Nexa  Center),  was  open  to  both

academia and industry, in order to ensure a multi-perspective approach. The workshop

hosted  seven  invited  speakers:  Jean-Pierre  Benghozi (Ecole  polytechnique, ARCEP),

Alain Strowel (UCLouvain,  Université Saint-Louis Brussels,  Munich IP Law Center),

Claudio Borean (SwarmLab, Telecom Italia), Alessandro Bassi (IoTItaly), Lucie Guibault

(Institute for Information Law of the University of Amsterdam), Effy Vayena (Health

Ethics  and  Policy  Lab,  Institute  for  Epidemiology,  Biostatistics  and  Prevention,

University of Zürich), and Hanne Melin (eBay Public Policy Lab), “Scene setting”.

http://iot.nexacenter.org/
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In addition, Gianclaudio Malgieri (Scuola Superiore Sant’Anna), and Johanna Ullrich,

Artemios  G.  Voyiatzis,  Edgar  R.  Weippl  (SBA  Research),  presented  their  own

contributions.

The workshop was concluded by Marco Ricolfi (University of Turin and co-Director

of the Nexa Center).

Focus of  the workshop was on  the challenges  that  concern  ownership  and  control

raised  by  IoT with  regard  to  consumer  applications.  Integrated  into  the  Internet  and

equipped with smart modules, consumer goods are increasingly becoming components of

the Internet of Things (IoT) infrastructure. As a result, the material possession of a device

can be remotely monitored and controlled, and often requires third-party intermediation

so as to be enjoyed by the purchaser. Both technology and contract law may affect how

customers use and transfer the IoT-embedded artifacts they purchased, as well as the data

collected by such devices.  Consequently,  the workshop dwelt  on how ownership and

control  are  altered;  whether  and to  what  extent  this  alteration is  compatible  with the

European legislation in force; and, more generally, how this change of paradigm affects

society.  Although this set of topics was not primarily engineering-oriented, it properly

complemented the CPS Week Conferences. 

Jean-Pierre Benghozi, in his presentation on “Internet of Things: twin Challenges for

the Regulation”, pointed out that  several  IoT strategies are  currently implemented by

incumbents or new entrants. This expansion contributes to a proliferation of technical

solutions, architectures, services and players involved in the IoT ecosystem development.

The major – and complex – concern is thus to improve, connect and inter-operate existing

objects,  applications  and  networks  –  regulated  or  not.  From  a  telecommunication

regulator perspective, the issues which are at stake seem to be the usual ones: spectrum

management,  design  of  infrastructure,  numbering  and portability,  licensing,  consumer

protection,  competition,  investment  and  innovation.  Yet,  according  to  Benghozi,  IoT

raises some specific concerns that regard regulation. How should we handle a context in

which intense competition to win markets goes hand in hand with cooperation and non-

competition  technological  strategies,  so  as  to  roll  out  infrastructure  and set  common

standards?  Faced  with  these  twin  challenges  of  regulation  (aimed  at  stimulating

innovation  and  competitiveness  levers  on  the  one  hand,  to  define  coherent  and



sustainable  framework  for  connectivity  on  the  other),  legislators  and  policy  makers

should understand the IoT ecosystem and how to balance the value chain,  to set  and

control  the  relevance  and  quality  of  connectivity  (functional  requirements,  coverage,

frequency,  access,  interconnection...),  to  ascertain  interoperability  (needs,

standardization, platforms), to monitor the use and protection of personal data, to ensure

security and resilience of infrastructure and applications. 

Alain Strowel, in his presentation on “Big Data in the Platform Economy", addressed

the  issues  surrounding  the  protection  of,  and  access  to,  data  in  the  online  platform

economy and the need to take into account the role of data in competition law, consumer

law, intellectual property rights, and data protection law.

In  his  presentation  Claudio  Borean stressed  the  connection  between  IoT  and  AI

(“Human and Artificial  Intelligence  in  the  Internet  of  Things:  a  possible  Balance?”).

According to Borean, IoT allows the creation of new services that are typically designed

as  data  collection  and  analytics  to  extract  a  deeper  “meaning"  of  the  information

collected. He presented the new challenges that are emerging considering automation and

control  capabilities  through  the  actuation  of  IoT devices:  smart  thermostats,  remote

controllable  heating  valves  and  energy  management  systems  and  services  based  on

optimization are rapidly emerging as very promising areas to exploit the IoT for business

value creation.  Moreover,  growing attention is  emerging from latest  achievements  on

deep learning and autonomous computing and the active role of humans in these “cyber-

physical systems" need to be clarified. On this basis, Borean discussed possible strategies

(based on the feedbacks received from real field trials, such as the smart home pilot of the

EU INTrEPID project) on how to strike the right balance between humans and artificial

intelligent systems.

Whereas Alessandro Bassi analyzed the “Roadmap Ideas for the Development of new

IoT Products,  between  Business  Models,  Technology  and  social  Megatrends",  Lucie

Guibault examined in “Me and my Smartwatch: how close are we? An Analysis from a

European Consumer Protection Law Perspective”,  how the change of functionality of a

smartwatch could modify consumer’s expectations and rights in the light of the European

rules on consumer protection, copyright and data protection. In her view, the fact that a

Smartwatch can tell the time is secondary. The real reason why people buy a Smartwatch
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is  for  the numerous extra  functionalities  it  offers,  from receiving  email  messages,  to

tracking one’s whereabouts and heartbeat. These functions make of a Smartwatch a very

special object, for the purchase of the physical object says nothing about the right of the

consumer to use the software embedded in it, to control the use of works created with it

or to consent to the use of his personal data. In conclusion, new questions need to be

faced: What are the rights and obligations of a consumer with respect to his Smartwatch?

Is the consumer bound by a license agreement for the use of the software? What is the

nature of that licence, to what and to do what? Is the licensing contract properly formed?

What  if  the  functionality  of  the  software  does  not  meet  the  consumer’s  reasonable

expectations? Can the consumer effectively oppose the processing and the monitoring of

his personal data? 

Effy Valena, in the presentation  “Internet of medical Things: ethical Challenges and

Opportunities”,  explored  some  of  the  specific  questions  around  privacy,  patient

autonomy, and the reshaping of the doctor-patient relationship. Valena stressed that the

ample applications of automation, big data analytics, and the internet in the clinic and

beyond suggest that the future of medicine and health care will be entangled with the IoT.

Nonetheless, despite the promise and the excitement around the immense potential for

more effective and efficient health care, IoT in medicine raises several wicked ethical

questions that should be faced. 

The main results of the second year were:

1. Conference:

On Dec 2, 2016 Nexa Center organized the conference  “Internet of Things: Hell or

Paradise?”, comparing the benefits and risks of the digital technology, envisaging good

and bad scenarios. The Politecnico of Turin hosted the Conference.

Antonio Vetrò (Research Director of Nexa Center) introduced the workshop. The Nexa

Fellows Federico Morando, Monica A. Senor, Massimiliano Nuccio and Fabio Chiusi

presented their research. Marco Ricolfi (University of Turin, co-Director of Nexa Center



for Internet and Society) and Claudio Demartini (Politecnico of Turin, Director of the

Department of Control and Computer Engineering) concluded the workshop.

The focus of the day was on how IoT and the Circular Economy (“CE”) may interact.

Two parallel tracks examined, on the one hand, the risks of IoT as a new dimension of the

Internet, on the other hand the IoT scenarios as the potential facilitators of the circular

economy.  The  analysis  highlighted  the  contrast  of  potential  benefits  for  consumers,

businesses and society in general, with risks for consumers and individuals that include

environmental  threats,  negative employment effects,  and potential  economic problems

such as the creation of dominant positions on the market and the facilitation of price

discrimination practices. 

In  “IoT:  qualche  dato  di  contesto”, Federico  Morando  examined  the  interaction

between  IoT and CE,  and how crucial  information  is  for  new business  models.  The

relationship between IoT and environment is tight: IoT components are often produced

with a rapid obsolescence (in  certain cases,  even so planned and determined),  which

might fuel a potentially boundless consumerism, and a consequential growth of e-waste.

Therefore, the net impact of IoT on the environment can be negative. Nevertheless, if

economic  and  environmental  efficiency  are  bound  together  (by  convenience,  or

regulation), the impact can turn positive and become a priority also for big producers: a

connected  thermostat  can  help  saving  money  and  reduce  the  emissions  of  polluting

elements,  especially  if  connected  to  smart  grids.  The  same  applies  to  car  sharing

solutions, which have an impact on CO2 emissions. It should be noted, though, that the

connected Things are liable to pollute less since they are usually managed by a central

entity (in most cases, a big corporation), and often are used but not owned by consumers.

Accordingly,  the  utilization  rate  increases,  and  so  does  efficiency.  In  this  scenario,

collecting (personal) information is crucial: “Collecting this information and acting on

the basis of the information collected is actually the reason why the IoT is one of the

preconditions of a Circular Economy”. Decentralized systems, like the blockchain, are

often proposed as a possible solution to the centralized control, but their impact on energy

consumption  is  deemed  to  be  still  negative.  As  a  matter  of  fact,  IoT solutions  with

centralized control represent the status quo. Such situation gives unprecedented freedom

– and responsibility, too – to big corporations, but lesser degrees of freedom to users. The
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impossibility  of  switching between services  and platforms,  the  difficulty  in  re-selling

items with digital content stored, or the impossibility of contracting the terms of use are

examples of how consumers rights and protection decline in the IoT world. This may lead

to a dysfunctional equilibrium. New decentralized solutions are to be found.

Monica  A.  Senor,  Massimiliano Nuccio,  and Fabio  Chiusi  examined  violations  of

fundamental  rights  and  individual  privacy,  risks  of  mass  surveillance,  and  price

discrimination through profiling, as crucial  issues to be tackled. In “Lo sguardo degli

oggetti: limiti alla sorveglianza totale”, Senor noted that pervasiveness and ubiquity of

surveillance (direct or indirect) are risks triggered by IoT by collecting large amounts of

data from devices and merging them with data sources of other systems. She considered

the data of our “smart” watch, which is connected to our social network profile, which is

in turn connected to our cloud system where a certain amount of personal data is stored.

The result is an uncontrolled data flow that may include unknown actors with indirect or

unauthorized  access  to  personal  data.  In  addition  to  privacy  issues,  there  is  a  huge

security and safety problem. In Senor’s view, security is an emerging issue vis-à-vis all

those  things  that  last  longer  than  a  smartphone  (a  traffic  light,  a  car,  a  fridge,  a

thermostat).  The  latter  typically  do  not  have  instruments  for  updating  their  access

mechanism, or are placed in unprotected networks. Regulation should help. However, the

current  European  law for  protecting  privacy  is  not  adequate  for  the  IoT world.  For

example, it protects only well-determined data flows, but not the undesired chains and

fusions of data that are possible with a simple data source and an identity: lack of control

and information asymmetry are the two most evident problems. It is therefore urgent that

Regulators shall protect our “digital body”, which lives in our tablets, writes posts on

social networks, and buys Things on online platforms. Innovation has been exponential

and therefore much faster than regulation and enforcement of information security rules

and practices. 

The journalist Fabio Chiusi insisted in his presentation “Uno scenario ‘infernale’”, on

how interconnection  makes  hackable  and unsafe  Things  that,  in  the  past,  used  to  be

harmless for human beings. Waiting for a better regulation in the fields of security and

risk management, simple actions can nonetheless keep at bay the “hell”: for example,

producers should permit automatic updates of the software, and consumers should change



default  passwords of their  Things.  Finally,  security  and privacy should be among the

goals  of  the  entire  products  supply  chain:  from the  producer  to  the  seller,  up to  the

customer. 

The dichotomy hell-paradise suggested Massimiliano Nuccio two economic visions.

In “IoT e competitività: monopolio e discriminazione di prezzi”, the positive side of the

story concerns how the Internet has reduced transactional and search costs, favoring the

meeting between supply and demand. The result should have been a dynamic market

where reputation and brand have less importance than in the past: this situation should

support SMEs. However,  in an alternative view, the world turned out to be different,

because  few  big  corporations  operate  in  multiple  markets,  competing  with  multiple

services or products, so that SMEs are confined in a (hopefully long) tail of demand of

very sectoral – and often highly customizable – products and services. Further negative

aspects regard the technological barriers for collecting, analyzing and transforming data:

while  open  source,  multi-homing  and  data  portability  strategies  can  balance  such

asymmetry, the aim should be to allow a multitude of actors to use consumer data, and

strengthen an access economy. 

In his closing remarks, Marco Ricolfi stressed the effects of IoT on employment and

income distribution, so as to define what kind of regulation can help, and the level of

intervention.  Ex-ante solutions  should be identified at  specific  levels:  national  States,

bodies  of  the  European  Union  (e.g.,  antitrust),  International  Organizations,  multi-

stakeholder governance structures. Each level can have a different effect, depending on

the  service,  the  product,  and  the  type  of  data  involved.  The  intervention  of  global

governance entities might be necessary, due to a current geo-political context in which

multi-stakeholder governance has proved problematic and yet Internet decentralization

has  emerged as  a  priority.  This  intervention  appears  even more necessary in  specific

fields such as satellites:  since only three States own most of the geostationary satellites,

they  are  de  facto the  ultimate  source  of  control  of  every-Thing  connected.

Correspondingly, the IoT could become potentially dangerous for the whole humanity: as

Antonio Vetrò noted in the introduction of the workshop, IoT is not only about sensors,

but also about actuators. Considering that satellites are also vulnerable to destruction or

hacking, the hellish scenarios make a disquieting shift in the macro scale. 
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Research and policy makers, as underlined by Nexa Center Co-director Juan Carlos

De Martin in the introduction and by Claudio Demartini in his closing remarks, should

focus on these risks, in order to help governments and civil society recovering the gap

between them and the technological progress, and understanding what should be done to

avoid the hell of connected Things.

2. Research papers:

i) Fabio Chiusi,  Tales from the Hackable Connected World. IoT Hell, and why its

gates must be closed — right now;

ii) Marco Conoscenti and Antonio Vetro’,  In quest of network (and power) decen-

tralization. On the applicability of the Blockchain for IoT;

iii) Federico Morando,  IoT & Circular Economy (CE): perspective on rights as a

standard in balancing interest from a survey of business models; 

iv) Massimiliano  Nuccio,  Contestable  markets  and  price  discrimination  in  data-

driven businesses;

v) Marco Ricolfi, IoT and the ages of Antitrust.

3. Workshop:

On 16th  of  May 2017,  the Nexa Center  organized the  Round Table “IoT and the

Circular economy: This Side of Paradise” in Brussels. The meeting was organized in

cooperation  with  the  Department  of  Jurisprudence  of  the  University  of  Turin,  Nova

Reckon, and in cooperation with the IEEE. 

Marco Ricolfi introduced the meeting.  Alain Strowel (UCLouvain, Université Saint-



Louis Brussels, Munich IP Law Center – Avocat), Antonio Vetrò (Director of Research

Nexa Center for Internet & Society),  Nikolaos Isaris (European Commission,  Deputy

Head of  Unit  E4 – Internet  of  Things),  Marco Ricolfi  (University  of  Turin,  and co-

Director Nexa Center for Internet & Society),  Dale Walker (Project manager Circular

Economy Initiative, World Economic Forum), and Hanne Melin (Director Global Public

Policy and Head of  eBay Inc.  Public  Policy Lab EMEA),  were  the  speakers.  Marco

Ricolfi moderated the discussion and closed the day.

The workshop aimed  to  complement  the  “dark  view”  discussed  by the  December

Conference in Turin. The possible negative consequences of IoT for employment, market

dominance,  and price discrimination were  addressed  with a  more  upbeat  perspective.

Since benefits and promises of IoT may concern consumers, business and society at large,

the meeting covered different areas: consumer protection, accessibility of valuable data

and environmental issues. 

The importance of data within the IoT environment was stressed by  Alain Strowel

(UCLouvain, Université Saint-Louis Brussels, Munich IP Law Center – Avocat) in the

keynote “IoT and Big Data in the Platform Economy”. He addressed the issues starting

from the Commission’s mid-term review on the Digital Single Market (“DSM”) strategy

from  May  2017,  and  presented  an  in-depth  analysis  of  the  role  of  data  in  the

digital/platform economy, and how they are crucial in competition law and in consumer

law. 

Antonio Vetrò, in his presentation “In quest of network (and power) decentralization:

on the applicability of the Blockchain for IoT”, examined the use of distributed ledger

technologies for IoT, pointing out both the opportunities in terms of decentralization and

the criticalities related to energy consumption and sustainability of the blockchain.

Nikolaos  Izaris offered  a  EU  policy  and  regulation  vision  for  IoT  and  data.  In

“Towards the digitization of our society and economy: EU policy and research priorities

for  IoT”, Izaris  pointed  out  that  consumer  law calls  into  question  the  legitimacy  of

several practices mainly adopted by IoT companies. At the same time, copyright law is

still looking for new solutions and rules for rights of users, developers, and companies.

He suggested that it is crucial to rethink the role of standardization and the alternative
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between  horizontal  standards  for  all  the  economic  players  and  sectorial  and  tailored

standards for big players and small IoT companies. In this scenario, the new EU's GDPR

provisions,  which  will  enter  into  force  in  May  2018,  will  play  a  major  role  by

establishing how data shall be processed through IoT devices.  Rules on consent, data

portability, privacy by design, profiling, the right to be forgotten, and accountability will

change the data market with new tools for users to be protected  and new challenges for

industries and developers.

In “IoT and the ages of Antitrust”, Marco Ricolfi scrutinized the new challenges of

IoT for the Antitrust, and how they relate to data protection issues and consumer law. As

proposed by Hanne Melin (Director Global Public Policy and Head of eBay Inc. Public

Policy Lab EMEA) in “Reusable data, reusable assets”, such challenges require responses

across policy areas, such as property rights, interoperability and open systems. Following

the scenario described by Dale Walker in his presentation “Intelligent Assets Unlocking

the Circular Economy Potential”, Melin stressed the importance of a reuse ecosystem. In

her  phrasing,  “You can extend the  life  of  smart  things  in  many innovative  ways.  In

particular, if you widen the circle to include the user, the consumer and third parties, you

allow in choice and competition”. The key-concept is “reuse” of data, codes and services,

although  three  steps  are  needed:  “property  rights  in  smart  objects”,  “ecosystem  of

interoperable  applications”,  and “some form of  open source  hardware”.  The Circular

Economy empowered by IoT should “strive for wide circles where users, consumers and

third parties are able to extend the life of smart objects through resale, through rethinking

reuse, recycle and repair, and to share in value creation”.

4. Short sum-up video interviews:

Francesco Ruggiero (Communication Manager, Nexa Center for Internet & Society)

interviewed the participants to the Brussels’ Round Table and disseminated the interviews

through the Nexa media channels.
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